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On Site Hacking
(Like a Physical Security Assessment, but not)



Disclaimer







Donƥt
Cause
Problems For The Staff
At Libraries



But Why?



Who Would Hack A Library?



Ransomware?



Learning, Fun, and Profit



Learning Opportunity: VDIƥs
ÅVirtual Desktop Infrastructure
ÅVery often just Citrix!



Getting Started
ÅNo laptop required!
Åq̵ͅᵊςầˈʢςầЅͅϒΒầ̑ȶΆςͅΆầας̑ͅʢ̵



Three Options
ÅHack from the wifi
Åßȶʄ̉ầς˒ʢầʄȶςȶ̑ͅˈầᴭầΆΒ˥̵ς˥̵ˈầƴfᵊα
Åßȶʄ̉ầ˃Β̮ͅầς˒ʢầ˥̵ςʢΒ̵ʢςầϒαʢầƴfᵊα
Åßȶʄ̉ầς˒ʢầαςȶ˃˃ầƴfᵊα



Wifi
ÅAll libraries have free wifi
ÅUsually no login required
ÅSome have wifi isolated oGthers have internal network access



Wifi
ÅHost to host connections EGnabled in Vancouver!
ÅCity proxy server ( Connectra Check Point) in Burnaby:

Åbastien.city.burnaby.bc.ca.proxy



Wifi
ÅEven with internal access WGifi is the most limited option.



Catalog PCƥs



Catalog PCƥs
ÅǗ˒ʢαʢầƴfᵊαầȶΒʢầ̑ȶɽʢ̑̑ʢʐầȶαầɽʢ˥̵ˈầ˃ͅΒầαʢȶΒʄ˒˥̵ˈầς˒ʢầ̑˥ɽΒȶΒЅầʄȶςȶ̑ͅˈ
ÅUsually locked down to catalog searches only.



Catalog PCƥs
Å Identify restrictions:

ÅWindows Key, Alt, Ctrl, etc ?

ÅRight Click?

ÅKiosk mode, or desktop / application access?

Å Identify goals:

ÅFilesystem access

ÅNetwork access

ÅWeb browser

ÅOther?



Basic Kiosk Escapes
ÅKey combos:

ÅWindows key (Start menu)

ÅCtrl -Shift -Esc

ÅAlt -Tab

ÅWindows -E

ÅWindows -R

ÅWindows -D

ÅCtrl -F1, Ctrl-F2, etc (Citrix)

ÅShift -F1, Shift-F2, etc (Citrix)



Get To A File Dialog!
ÅThe standard Windows File Open / File Save dialog is very powerful
ÅUnlimited ways to get to it!



File Dialogs
ÅRestrictions are likely in place:

ÅDrives that can be accessed

ÅDialog options

ÅRight click

Åq̵ͅᵊςầˈ˥ϳʢầϒΆᴑ

Å Instead of typing C: \ try: \\127.0.0.1\c$

Å Instead of right clicking, drag and drop

ÅShortcuts!



File Dialogs



Internet Use PC
ÅȓͅϒΒầᶍɽʢαςᶍầ˒ȶʄ̉˥̵ˈầʢЀΆʢΒ˥ʢ̵ʄʢầϷ˥̑̑ầɽʢầς˒ʢầΆϒɽ̑˥ʄầ˥̵ςʢΒ̵ʢςầϒαʢầƴfᵊα



Internet Use PC



Internet Use PC
ÅUsually 1 or 2 hour blocks LGike a time limited CTF!
ÅLibrary card to login GGuest accounts often available!
ÅDisk imaging / freezing software commonly in place
ÅFull internet access
ÅSoftware in place to limit session times
ÅSome level of OS restrictions in place



Internet Use PC
ÅSFU has guest passes available too!



Internet Use PC



Disk Restrictions
Å If file browser paths are restricted, shortcuts usually work!



Command Prompt Restrictions
ÅGPO can be used to disable cmd.exe
ÅShortcuts can bypass this oGr alternates can be used



Internal Network, Apps
ÅActive Directory
ÅFile Shares
ÅWeb Servers


