
Hacking Libraries
(The kind that loan books)

BSides Vancouver 2024 – Wesley Wineberg



On Site Hacking
(Like a Physical Security Assessment, but not)



Disclaimer







Don’t
Cause
Problems For The Staff
At Libraries



But Why?



Who Would Hack A Library?



Ransomware?



Learning, Fun, and Profit



Learning Opportunity: VDI’s
• Virtual Desktop Infrastructure
• Very often just Citrix!



Getting Started
• No laptop required!
• Don’t get your laptop stolen



Three Options
• Hack from the wifi
• Hack the catalog / printing PC’s
• Hack from the internet use PC’s
• Hack the staff PC’s



Wifi
• All libraries have free wifi
• Usually no login required
• Some have wifi isolated – others have internal network access



Wifi
• Host to host connections – Enabled in Vancouver!
• City proxy server (Connectra Check Point) in Burnaby:

• bastien.city.burnaby.bc.ca.proxy



Wifi
• Even with internal access – Wifi is the most limited option.



Catalog PC’s



Catalog PC’s
• These PC’s are labelled as being for searching the library catalog
• Usually locked down to catalog searches only.



Catalog PC’s
• Identify restrictions:

• Windows Key, Alt, Ctrl, etc?

• Right Click?

• Kiosk mode, or desktop / application access?

• Identify goals:

• Filesystem access

• Network access

• Web browser

• Other?



Basic Kiosk Escapes
• Key combos:

• Windows key (Start menu)

• Ctrl-Shift-Esc

• Alt-Tab

• Windows-E

• Windows-R

• Windows-D

• Ctrl-F1, Ctrl-F2, etc (Citrix)

• Shift-F1, Shift-F2, etc (Citrix)



Get To A File Dialog!
• The standard Windows File Open / File Save dialog is very powerful
• Unlimited ways to get to it!



File Dialogs
• Restrictions are likely in place:

• Drives that can be accessed

• Dialog options

• Right click

• Don’t give up!

• Instead of typing C:\ try: \\127.0.0.1\c$

• Instead of right clicking, drag and drop

• Shortcuts!



File Dialogs



Internet Use PC
• Your *best* hacking experience will be the public internet use PC’s



Internet Use PC



Internet Use PC
• Usually 1 or 2 hour blocks – Like a time limited CTF!
• Library card to login – Guest accounts often available!
• Disk imaging / freezing software commonly in place
• Full internet access
• Software in place to limit session times
• Some level of OS restrictions in place



Internet Use PC
• SFU has guest passes available too!



Internet Use PC



Disk Restrictions
• If file browser paths are restricted, shortcuts usually work!



Command Prompt Restrictions
• GPO can be used to disable cmd.exe
• Shortcuts can bypass this – or alternates can be used



Internal Network, Apps
• Active Directory
• File Shares
• Web Servers



Local Files, Applications
• All PC’s will have some type of session time management software
• Many other management or monitoring applications may be present
• Remotely manage other PC’s?



Session Time Management
• ITS MyPC3



ITS MyPC3
• Please get a copy and find some vulns!
• Send me a message when you do ☺



Pharos 
UniPrint

AKA Pharos Print Center
AKA My Print Center



Identifying Targets
• Visual inspection
• Burp Suite for web traffic
• CVE search



Web Print Job Management / Payment
• Pharos Uniprint allows users to manage their print jobs, see printing costs, add 

funds, choose printing options, etc
• This software is popular with libraries and universities in the US



Web Print Job Management / Payment



Web Print Job Management / Payment



Get The Software
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Catalog of vulnerabilities

Printjobs SSRF 

EdiService XXE

Auth Bypass

JWT Signing

Email Server 
Credentials

Client 
Credentials
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Catalog of vulnerabilities
Built In Account 
Passwords



Printjobs SSRF



Print Job Contents



Print Job Contents



Printjob Code



Identifier Decryption



Target Custom Server



.NET WCF Communications



Auth Bypass



Authentication Bypass



LDAP Misconfiguration



EdiService XXE



/PharosEDI/EdiService.asmx



/PharosEDI/EdiService.asmx



LoginUser2



LoginUser2 - Success





JWT Signing 



Hacking In Reverse



Path To JWT

• Start with hardcoded “key”
• Calculate the SHA1 value of the key
• Calculate the SHA256 value of the SHA1 output
• Base64 encode
• Use to HS256 sign a JWT which has:

• api_reg_action
• api_reg_value



Sign JWT



…Then What?

• We have a properly signed JWT, but it’s not used 
for authentication!

• .Net indirection can be frustrating
• ILSpy eventually reveals that JWT’s are used with 

account registration
• Also used with guest accounts
• And used with email verifications



CSRF To The Rescue



Callback To Victory



Fixed?



Client 
Credentials



Static Analysis Only!



Client Token?



Client Claims Data



Not So Easy



Not So Easy - Algorithm

• Take the first 11 characters of the 
ClientClaimsData password

• Add an equals sign
• Add the password from the user
• Sha256 the string
• Compare to the 12th to last characters from the 

ClientClaimsData password



Can’t Bruteforce, Can Just Find!
grep -a -r -i -l "p.h.a.r.o.s.-.c.l.i.e.n.t"



Login Success!



Email Server 
Credentials



MobilePrint Configuration



MobilePrint API



Encrypted Passwords?



SecretKey



De4dot To The Rescue!



SecretKey



MobilePrint Decryption

• SHA256(SHA256("Pharos Systems MobilePrint"  + 
SHA1(<site code> + "T%8wdF4K[csEgKbi")))

• Simple!
• Well, except for the site code…



Site Code

• GPU Optimized Hand Tuned ASM Brute Force
• Or a Python Script!



Decryption Complete



Built In 
Account 

Passwords



A  hardcoded 
password is worth 
a thousand words



Fresh Database Install – Users Table



Password Hashing?



Password Comparisons
• Set the password to 12345
• Then 123456789
• Then 12345678912345



Password Encryption
• Generally you should hash a password not 

encrypt it
• What algorithm?
• What’s the encryption key?



Show Me The Code!



That Was Easy



It’s Always DES (It Wasn’t)
• Encryption with an 8 Byte block size
• ECB (or CBC with a fixed IV)
• Only one block cipher that uses 8 byte: 

• DES

• Or Triple DES

• Neither one works!!



Back To IDA



It’s Always DES (It Wasn’t)
• Who’s heard of SAFER-SK128?



Decryption Success



Edicashier Admin



CREDITS: This presentation template was created by 
Slidesgo, including icons by Flaticon and infographics & 

images by Freepik

Does anyone have
any questions?

wesley@exfiltrated.com 

Wesley Wineberg

Thanks

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr
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