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Criminal Code (R.S.C., 1985, ¢. C-48)
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Unauthorized use of computer

342.1 (1) Everyone is guilty of an indictable offence and liable to imprisonment for a term of not mare than 10
years, or is guilty of an offence punishable on summary conviction who, fraudulently and without colour of right,

{a) obtains, directly or indirectly, any computer service;

{b) by means of an electro-magnetic, acoustic, mechanical or other device, intercepts or causes to be
intercepted, directly or indirectly, any function of a computer system;

{c) uses or causes to be used, directly or indirectly, a computer system with intent to commit an offence under
paragraph (a) or (b) or under section 430 in relation to computer data or a computer system; or

(d) uses, possesses, traffics in or permits another person to have access to a computer password that would
enable a person to commit an offence under paragraph (a), (b) or (c).

Mischief in relation to computer data

{1.1) Everyone commits mischief who wilfully

{a) destroys or alters computer data;
{b) renders computer data meaningless, useless ar ineffective;
{c) abstructs, interrupts or interferes with the lawful use of computer data; or

{d) obstructs, interrupts or interferes with a person in the lawful use of computer data or denies access to
computer data to a person who is entitled to access to it.
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Libraries literally aren't just a
place to obtain books for free.

They're one of the few public
spaces left in our society where
you're allowed to exist without
the expectation of spending
money.







Who Would Hack A Library?

British Library starts restoring services
online after hack

15 January 2024

By Noor Nanji, Culture correspondent

The British Library's main catalogue, with more than 36 million records, returned
online on Monday after last year's cyber attack.




Ransomware?

$1,061,010;2% ¢ $631,885; 1%
e e 2023 Expenses

\ /
$1,040,600 ; 2% 28 n /
, % y
$126,788; 0% S N \ A $589M

$5,374,733 ;9%

$6.709,675:11%

m Salaries & Benefits
m Facilities
Collections
= Transfers
$43,999,048; 75% .
u Supplies & Materials
Other

m Equipment & Fleet




: 10 TV hE g -
\LE m;! \,H 3 -
Lillbd atiaesd A AN e 25

§

—
:

e r/hacking - 1 ]
Alexandrek ]

Public library

i big company from a library
ling to worry about?

about? >

Do (]




Learni ng Opportuni
VDI Use Cases

VDI can be useful to any industry that is looking to implement a highly

repeatable end user experience at scale. Here are a few key examples:
* Banking and financial institutions: VDI allows banks to tightly

control what information their endpoint systems can access. This
level of control makes it easier to handle sensitive financial

transactions under a heavily scrutinized and regulated %
environment.

* Hospitals and healthcare environments: Hospitals also handle
confidential information and must abide by complex regulations
such as HIPAA in the United States. Additionally, nurses and
doctors are highly mobile in a healthcare environment, moving
from thin client to thin client throughout the workday. A VDI
implementation allows users to cycle in and out of different
profiles on the same device while keeping information siloed and
helping meet privacy requirements. VDI can also offer context-




Getting Started

A No laptop required!
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Three Options

A Hack from the wifi
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Wifi

A All libraries have free wifi
A Usually no login required
A Some have wifi isolated € others have internal network access

Wireless LAN adapter Wi-Fi:

Connection—-specific DNS Suffix

Description . . . . . . . . . . . : Intel(R) Wi-Fi 6E AX210 160MHz

Physical Address. . . . . . . . . : 70

DHCP Enabled. . . . . . . . . . . : Yes

Autoconfiguration Enabled . . . . : Yes

Link-local IPv6 Address . . . . . : fe80::7ce3:c83U:f1ff:1d81%11(Preferred)
IPv4 Address. . . . . . . . . . . : 10.2.127.119(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.248.0

Lease Obtained. . . . . . . . . . : May 24, 2024 5:35:20 PM

Lease Expires . . . . . . . . . . : May 24, 2024 5:50:41 PM

Default Gateway . . . . . . . . . : 10.2.127.254

DHCP Server . . . . . . . . . . . @ 207.194.177.177

DHCPv6 IAID . . . . . . . . . . . : 166995577

DHCPv6 Client DUID. . . . . . . . : 00-01-00-01-2B-BC-EA-18-84-A9-38-F1-B5-C1
DNS Servers . . . . . . . . . . . : 207.194.177.177

NetBIOS over Tcpip. . . . . . . . : Enabled




Wifi
A Host to host connections G Enabled in Vancouver!
A City proxy server ( Connectra Check Point) in Burnaby:

A bastien.city.burnaby.bc.ca.proxy




Wifi

A Even with internal access © Wifi is the most limited option.

v Q) captive Portal X +

c 25 captiveportal-login.vpl.ca/swarm.cgi?opcode=cp_generateBtorig_url=687474703a2f2{7777772e6d736674636f6e6e656374746573742e63616d27265646972656374

Welcome to VP

VPL provides Wi-Fi free of charge. Please
follow copyright and other laws and take
personal measures to use Wi-Fi securely.
Refer to full terms of use on the next page
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Catal og PCps
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A Usually locked down to catalog searches only.




Catal og PCps

A Identify restrictions:
A Windows Key, Alt, Ctrl, etc?
A Right Click?
A Kiosk mode, or desktop / application access?

A Identify goals:
A Filesystem access
A Network access
A Web browser
A Other?




Basic Kiosk Escapes

A Key combos:
A Windows key (Start menu)
A Ctrl- Shift-Esc
A Alt-Tab
A Windows -E
A Windows -R
A Windows -D
A Ctrl-F1, Ctrl-F2, etc (Citrix)
A Shift-F1, Shift-F2, etc (Citrix)




Get To A File Dialog!

A The standard Windows File Open / File Save dialog is very powerful
A Unlimited ways to get to it!

Search by
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| % Quickaccess

. OneDrive - Personal
\ B Deskiop *

& Downloads  » Libraries
Search reauts

a MT_OPAC
“ ) Documents
1

. ¢
Network
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Sy \ = Pictures "

| e

| % Card Shot Black ... | 3

\ ™ Colourpriner | B Videos
| T RackandWhse.. | aay Ouedive - Personal
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File Dialogs

A Restrictions are likely in place:
A Drives that can be accessed
A Dialog options
A Right click

. -®2¢ca’" 1j¢avYAo
A Instead of typing C: \ try: \\127.0.0.1\c$
A Instead of right clicking, drag and drop
A Shortcuts!




File Dialogs

Search by
d Printers \ @ Save Directory Search As
Edt View 7 G

Keyword v

1 for system
> Network > 127001 > c§ > Users »

Organize v New folder

Name Date modified
#* Quick access
i d
B Desktop adm_gevido
adm _lavergne
¥ Downloads
adm_plres_p
local_admin May 202
&= Pictures mt_opac
D Music Public
B Videos
# OneDrive - Personal
= Network

File name: [

Seve s type: Directory Sameh

~ Hide Folders




Internet Use PC
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Drop by the service desk if you hay
questions or feedback. ¢




Internet Use PC




Internet Use PC

A Usually 1 or 2 hour blocks € Like a time limited CTF!
A Library card to login G Guest accounts often available!
A Disk imaging / freezing software commonly in place

A Full internet access

A Software in place to limit session times

A Some level of OS restrictions in place

—_—

{

‘%)

Library card number
G1808908 = 9y

& PIN

Iva833

=







Internet Use PC

MJ

““H‘ i IWIWWWWUMN i ".




Disk Restrictions

A If file browser paths are restricted, shortcuts usually work!

Home  Shace

Windows (C)
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T OneDiwe
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Command Prompt Restrictions

B8 crmd.exe - Shortcut Properties
p

Terminal Security Details . _ . .
— _— — Windows IP Configuration

General Shortcut Options Fart
Host Mame . . . . . . . . . . . . : CENdG47

cmd .ex : Primary Dns Suffix . . . . . . . ! VancouverPubliclibrary.org
Mode Type . . . . . . . . . . . . : Hybrid

IP Routing Emabled. . . . . . . . : No
WINS Proxy Enabled. . . . . . . . : No

Target location: 5 DNS Suffix Search List. . . . . . : VancouverPubliclibrary.org

Target: SWindows \System 32%emd.exe & whoami Ethernet adapter Ethernet:

Target type: Applicati

Connection-specific DNS Suffix
Description . . . . . . . . . . . : Intel(R) Ethernet Connection (17) I219-LM

. Physical Address. . . . . . . . . : B4-7C-16-9B-19-25
Mone J
DHCP Enabled. . . . . . . . . 1 No

Autoconfiguration Enabled . . . . : Yes
IPv4 Address. . . . . . . . . . . ! 289.53.181.163(Preferred)
Comment: |:| Subnet Mask . . . . . . . . . . . : 255.255.255.9
Default Gateway . . . . . . . . . ! 289.53.181.254
Open File Location Change lcon .. Advanced. . DNS Servers . . . . . . . . . . . . 2867.194,177.180
287.194.177 .70
MetBIOS over Tcpip. . . . . . . . : Enabled

Normal window

The command prompt has been disabled by your administrator.

Press any key to continue



Internal Network, Apps

= | 20m.194177.182
A AC o P

i R Pinto Quick Copy Paste (5] Paste shorteut r.s;»e
Clipboard

v 4 B Network » 207.194.177.182

A

# Quick sccess ASV-Public
I Desktop

¥ Downloads CHA-Public

Documents

=] Pictures
DUN-Public

[ OneDrive
3 This PC JFS-Public
“J 30 Objects
[ Deskiop
[ Documents
¥ Downloads
B Music L5-Public

=] Pictures

L2-Public

B videos MAR-Public

OAK-Public

Test-Virtual

49 items

X

Copy  Delete Rename
to -

Organize

Public-Grayscale

New item Open

£ Easy access - Edit
New Properties
folder (@ History

Open

== BRI-Public
§ CHL-Colour
g FHL-Public
§ KEN-Public
L3A-Public
§ L6-Public
MPLE-Public
PCClient

<> REN-Public

“€=» TSN-Public

FHsetectan

Select none
£ Invert selection
Select

CAR-Public

CHL-Grayscale

FRV-Public

KER-Public

L38-Public

Lab-Colour

MPL-Public

PCDirectPrintMenitor

= SHL-Public

web-print-hot-folder

§ CCC-Public
§ CHL-Public
§ HAS-Public
§ KITB-Public
§ L3C-Public
§ Lab-Grayscale

€= NCS-Public

PCRelease

-

€ Siaff-Bypass

= WPG-Public

CCC-Test

COL-Public

JFSB-Public

KIT-Public

La-Public

Lab-Public

QAKB-Public

Public-Colour

Test-Print-L6P




